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1 Overview
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Figure 1: Development Kit Overview

The periCORE development kit is a set of tools used to build and test custom lloT sensor and
actuator applicatons that can be implemented with the periCORE SPE communicaton module.
Its purpose is to provide an IloT environment that allows new applicatons to be implemented
eFciently. Various features for secure communicaton are provided as a sofware library. Fig-
ure 2 shows the frmware development efort for an example applicaton (periNODE-distance-
frmware [9]). The majority of the implementaton efort has already been provided by Perinet.

Customer application

Figure 2: Distributon of development eforts for a periCORE-based frmware.

The frst secton (Secton 2) presents the periCORE Development Board hardware architecture.
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All the interfaces available in the module can be accessed via the development board periph-
erals.

The next secton (Secton 3) guides the user through the confguraton and use of the provided
sofware tools. It covers the periCORE SDK and the pericoredbg Container, which are used to
build and debug customized periCORE-based applicatons without requiring any additonal
sofware to be installed — a signifcant benetft for developers.

Informaton on how to implement applicatons for periCORE-based devices is given in Sec-
ton 4. It focuses on how to extend the network services provided by libperiCORE and how to
customize the Web Ul frontend.

Another powerful tool relevant to the kit is the periMICA, which can run typical feld lloT
functons through its lightweight containers, e.g. the MQTT Broker Container (available for
download at https://downloads.perinet.io).

periCORE Development Kit User Guide, rev: 6 Page 6
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Figure 3: periCORE hardware blocks.

Key Features Operational Parameters

_ _ = Operatng voltage: 24 VDC

= Fully qualifed Industrial IoT module - Power supply: 3.3 VDC (up to 100mA)
= Firmware development framework - Temperature range: -40°C to +85°C

= Provided TCP/IPv6 stack - Power consumpton: 0.6 W

= Event-based minimal operatng system
e arm Cortex®-R4 250MHz processor

core Package
= 32-MBit fash memory Dimensions: 16.7 x 13 x 3.9 mm
for persistent storage (Figure 4)

e Up to 3x 100BASE-T1 Single Pair Ether-
net Phys (IEEE 802.3bw compatble)

= Integrated Ethernet switching core

e Compact form factor 16.7

Mounting: Solder pads, 73 LGA-Pads, Pat-
tern 13 x 10, Pitch 1.27 mm

e Operated with 24V
= Integrated 3V3 power supply
= patent-protected |“uuﬂIIIHIIIII:n!MID“|
goon
1 goon
B oo D ™
D —
@| |onl
Interfaces - i I?]ﬂ
a
i
Dnﬂﬂﬂﬂﬂn oo ID]'
e 2 x 100BASE-T1 Phy (IEEE 802.3bw)
e 1 x Combined 100BASE-T1/TX Phy 135
e 1 xRMII'| SGMII — '
N ir:a( SI;AAC to arm processor core (Fig- Figure 4: periCORE dimensions in mm.
e 1 x UART
e 1 x12C (400 kHz £ 20 %) .
. 2 % GPIO Compliance
= 1 x optonal SPI (800 kHz + 20 %) = CRA ready
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e ROHS 3 (EU 2015/863) Secure MQTT-client for publishing sen-
= WEEE (2012/19/EU) sor values or subscribing to actuator
e REACH commands

HTTPs server including Web based Ul
Product lifecycle features

C++20 standard conform

Security

« NIST compliant TLS implementaton
Role Based Access Control (RBAC)

= Certfcate based client authentcaton seve 08
e AES encrypton a|gorithm ‘ periCORE based Custom Applicaton
- X.509 certfcates & PKIX path valida- Lreprort "\ () U
ton JoP CompIEns ConD1:)i\cl)?1rent
= Elliptc Curve Cryptography (ECC) 5
ImDNS v
LLMNR Device] (" Device ‘
Software Library libperiCORE Doidim -g
SysTimer -Plns
= Rapid frmware development with peri- T ) —
CORE Development Kit (see Figure 5) — = TLSI S:gglEd;SSA o
= mMDNS/LLMNR for name resolving e rs ACEE
« DNS-SD for automated service discov- ==Y Perinet provided () customer provided
ery

= TCP/UDP endpoints _ _ _
e TLS-based secure communicaton end- Figure 5: The sofware architecture with
points Custom Applicaton template, provided by

« RESTful API Perinet.
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2 Hardware Architecture

The periCORE SPE communicaton module is an electronic device that provides sensor commu-
nicaton and interacton via Single Pair Ethernet interface. The periCORE Development Board is
intended to simplify the development of periCORE based applicatons. The hardware design
of the development board is kept modular from both network and sensor sides in order to
support a wide range of applicatons.

In this case, modularity means that the interfaces (connectors as well as supportng circuits) for
either network and sensor side are provided by a specifc daughterboard. This allows the user
to evaluate multple diferent network and sensor interfaces on the periCORE Development
Board.

5UDC_Supply

Figure 6: Top view on periCORE Development Board with all jumpers in default positon,
including all daughterboards.

The relevant parts of the board are (Figure 6):
1. periCORE module
Reset buton — used to reset the periCORE module
JTAG connector (J10) for debug purposes with standard ARM pinout ( [2])

Power supply connector (J1)

a ~ w0

Power header connectors (J12, J13, J14 and J15) with diferent voltage levels (24V, 5V,
3.3V and GND)

Port O (SPE) with M8H Male daughterboard atached
Port 1 (SPE) with M8H Female daughterboard atached
Port 4 (SPE / 100BASE-TX) with RJ45 daughterboard atached

© ©o N o

RMII header connector for connectng with external PHYs

periCORE Development Kit User Guide, rev: 6 Page 9
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10. Sensor daughterboard (with 0-10 Daughterboard atached)

11. Header connectors J16 and J17 for accessing UART and 12C signals

12. periCORE device label with informaton such as mDNS name, producton date and the
version number

13. GND clamps for connectng measuring instruments

The schematc of the periCORE Development Board are given in Appendix A.

2.1 Power Supply

The nominal supply voltage for the development board is 24V DC which is converted to 3.3V
inside the periCORE module. On the development board, an additonal voltage regulator (
U4) is used for generatng 5V. There are three LEDs (D7, D8, and D9) which are indicatng the
presence of 24V, 5V, and 3.3V, respectvely. Power to the periCORE development board can
be supplied in two ways:

e via J1 PCB header connector

= over the network daughterboard via a hybrid cable

2.1.1 Power over J1 connector

J1is a male PCB header connector with a 3.5 mm pitch. A recommended matng counterpart
is har-fexicon 3,50 FSH-2 GN from HARTING (Part number: 14 31 021 4402 000). LED D6
indicates the presence of the voltage on J1. The supply voltage is 24V DC and the polarity of
the connector is shown on the board overlay.

2.1.2 Power over a network daughterboard

The concept of hybrid cabling assumes that both power and network signals are transferred
over a single cable. In the case of SPE, the hybrid cables have 4 wires (2 pairs of wires). One
pair is for the power supply, and the other pair is for SPE. The footprint of the network daugh-
terboard (Figure 21) allows power to fow into or out of the development board. If the power
for the development board is provided by the network communicaton daughterboard, the
LED indicatng the presence of the input voltage is implemented on the daughterboard itself.
The following network daughterboards are relevant for hybrid cabling:

= M8H Male DaughterBoard — power fows into the development board (more informa-
ton in Secton B.1)

e M8H Female DaughterBoard — power fows out of the development board (more infor-
maton in Secton B.2)

= T1H DaughterBoard — power can fow in either directon depending on the wiring (more
informaton in Secton B.4)

More informaton about the network communicaton daughterboards can be found in Ap-
pendix B.

periCORE Development Kit User Guide, rev: 6 Page 10
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2.1.3 Reset button

Pressing the Reset buton (X1) performs a reset of the periCORE module.

2.2 Network Interfaces

periCORE has 4 network ports and supports the following interfaces:
= Ethernet MDls:
- 100BASE-T1 — Ethernet over a single twisted pair (SPE)
- 100BASE-TX — Ethernet over two twisted pairs
= RMII

The overview of the network ports and supported interfaces is given in table Table 1:

Port 100BASE-T1 100BASE-TX RMII

0 X

1 X

4 X X

8 X

Table 1: periCORE supported network interfaces

2.2.1 Ethernet MDls

There are 3 ports for 100BASE-T1 and 100BASE-TX:PORTO, PORT1, and PORT4. PORTO
and PORT1 support only 100BASE-T1 (SPE), while PORT4 supports both 100BASE-T1 and
100BASE-TX, but only one at a tme. The aforementoned ports are available on the de-
velopment board in the form of slots where the user can place a daughterboard, as shown
in Figure 6 under designators 6, 7 and 8. Appendix B has more details about the network
daughterboards.

One of the main features of the periCORE is the ability to daisy-chain sensor nodes from
Perinet Smart Components, i.e. other periCORE-based devices. Power and communicaton lines
arrive at one node and pass on from that node to the next, and so on. Development and
prototyping of such applicatons is possible with this development board because the footprint
of the network daughterboard supports both power input and output. In a typical daisy-chain
applicaton the power is supplied to the development board via the M8H Male DaughterBoard,
while the M8H Female DaughterBoard is used to supply power to the next node in the chain.

2.2.2 RMII

periCORE development board supports connectng external PHYs via its header connector J5,
as shown in Figure 6, marked with number 9. The pinout of the connector is printed on the
development board overlay and also shown in Figure 7.

periCORE Development Kit User Guide, rev: 6 Page 11
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|

3v3DC 2 1 3v3DC

GND 4 3 GND
MDIO 6 5 MDC
RMII_TXCLK 8 7 RMII_RXDV
RMII_RXDO 10 9 RMII_RXD1

RMII_TXEN 12 11 RMII_TXDO

RMII_TXD1 14 13 RMIL_RXER

|

Figure 7: RMII header connector pinout

2.3 Sensor/actuator Interface

For interfacing sensors and actuators, the periCORE module is equipped with 2 GPIO pins, I°C
and UART. These interfaces are available on the periCORE development board in the form of a
slot for placing sensor/actuator daughterboards. The positon of the slot is marked with num-
ber 10 in Figure 6. The footprint of the sensor/actuator daughterboards is partly compatble
with the mikroBUS™ standard [15]. Compared to the standard, there is no support for SPI or
analog signals, and the footprint has two additonal pins, one of which is for 24V. The pinout
of the sensor/actuator daughterboard slot on the development board is shown below:

G N.C.

o @)

@ crio1 GPIO2 @
@ NC UART_RX @
@ cnND UART_TX @
@ NC 2c_scL @
@ NcC 12C_SDA @
@ 33v 5V @
GND GND
® PP ®
g =
N R

Figure 8: Sensor/actuator daughterboard pinout.

Additonally, UART and I1°C signals are available on the pin headers J16 and J17, respectvely.
The periCORE Development Board comes with the following sensor/actuator daughterboards:

= Perinet 0-10V DaughterBoard - for development of 0-10V sensor applicatons. Itis based
on the ADS1113 ADC from TI.

= Perinet pT100 DaughterBoard - for development of the sensor applicatons based on
pr100 temperature probes. It is based on the ADS122C04 ADC from TI.

periCORE Development Kit User Guide, rev: 6
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= Perinet GPIO Daughterboard - for development of the 24V digital 1/0O based on the
MAX22515 ICs.

= mikroE SHT click board [1] - for development of the applicatons based on the humidity
and temperature sensor SHT31-DIS from Sensirion.

More details about the Perinet daughterboards, as well as their schematcs are given in Ap-
pendix C.

2.4 Debug interface

The periCORE Development Board allows debugging via JTAG interface. The JTAG debugger
can be connected with the development board via the header connector J10 (see again Fig-
ure 6 number 7). The pinout of J10 is compatble with ARM JTAG 20. Jumpers J2 and J3
should be placed in order to have proper JTAG operaton.

2.5 Boot-Config Pins

The periCORE module exposes three boot-confguraton straps, BOOT_CONFIG_PIN 1,
BOOT_CONFIG_PIN 2 and BOOT_CONFIG_PIN_3, that are sampled at every power-on reset and
select the boot mode of the module. Refer to the periCORE datasheet [10] for the electrical
and tming characteristcs of these pins.

On the periCORE Development Board the three pins are routed to test points so that they can
be driven low or held at their internal pull-up level during the power-up sequence. Their
positons on the board are shown in Figure 9.

periCORE Development Kit User Guide, rev: 6 Page 13
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Boot-Config Pin 3

Boot-Config Pin 1
periCORE Development Board

®Perinet

Link Status

Boot-Config Pin 2

Figure 9: Locaton of the boot-confg pin test points on the periCORE Development Board.

The Boot-Confg Pins in Figure 9 are:
1. BOOT_CONFIG_PIN_ 1 — routed from periCORE pad K10

2. BOOT_CONFIG_PIN 2 — routed from periCORE pad N8, also available on the UART/I12C
header cluster (J16/J17, see Figure 6 number 11)

3. BOOT_CONFIG_PIN_ 3 —routed from periCORE pad F10

The functon of the Boot-Confg Pins is defned by the applicaton frmware. Their values are
evaluated only during the power-up/reset window specifed in the periCORE datasheet [10];
outside that window the pins resume their normal peripheral functon.

Note: To access BOOT_CONFIG_PIN_1 via the connector, the unpopulated series resistors (see
Figure 10) must be soldered.

periCORE Development Kit User Guide, rev: 6 Page 14
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Figure 10: Missing resistors for BOOT_CONFIG_PIN_ 1 on the botom side of the periCORE De-
velopment Board.

periCORE Development Kit User Guide, rev: 6 Page 15
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3 System Architecture
3.1 Overview
periMICA Host PC
Pt nselelon__ ol GenCORE Boker

Application’ Container
Debug Container

periCORE UART TCP Client/3oftware
<= — TCP port 2300 " — (g telnet)
| I
SPI to USB JTAG
Dev-Board
periCORE Ethernet =D PENSTART

Figure 11: System architecture of periCORE development kit setup.

The basic components for developing customized periCORE applicatons are a PC, a periMICA

as debugging interface and the development board itself with the periCORE device at its core
(Figure 11).

Visual Studio Code © with the Remote Container Extension serves as the build and debug envi-
ronment, accessing a docker container provided by Perinet (Figure 12).

Workspace contains a Dev Container configuration File.

Reopen workspace to develop in a container ( i

Source: Remote - Containe... | Don't Show Again... Reopen in Container

Figure 12: Using Remote Containers Extension in Visual Studio Code ©.

The docker container includes the required C++ toolchain, libraries and headers. No additonal
sofware is necessary on the Host PC except for docker and Visual Studio Code ©.

periCORE Development Kit User Guide, rev: 6 Page 16
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The default applicaton workspace repository is also provided by Perinet and serves as the
entering point to Visual Studio Code ©. Running it for the frst tme, the docker container will
be automatcally downloaded and the frst build can be triggered, directly.

The frmware applicaton is installed and debugged via a periMICA device that has a JLink de-
bug device atached via USB. A pericoredbg Container installed on this very periMICA uses this
interface and translates it to a TCP connecton on port 5333. In the same way the pericoredbg
Container accesses the UART interface of the periCORE device providing it via TCP port 2300.
The translaton of the SPI communicaton to the periMICA USB interface can thereby be done
by ae.g. FTDI TTL232R-3V3 device.

Last but not least a periSTART device allows network communicaton for the periCORE devel-
opment board for testng and debugging the HTTP REST APl or MQTT Client functonality of
the installed frmware.

3.2 Host PC setup

Install and prepare Visual Studio Code ©, docker and the applicaton repository by following
the guidelines from the periCORE Development Kit Setup Applicaton Note [11].

3.2.1 Update

Sofware dependencies like the docker container or the applicaton repository might be up-
dated from tme to tme. To update your periCORE Development Kit sources, it is necessary to
update the applicaton repository:

cd <application-repository-basepath>/periNODE-distance
git pull

Listng 1: Update applicaton repository. If the docker container has also changed it will indi-
rectly be updated as well when using the container in Visual Studio Code ©.

This will make sure that you have the latest sources, libraries and toolchain installed.

3.3 periCORE network interface

As mentoned above, the periCORE device of the development board needs a network trans-
laton unit from SPE in order to communicate via Ethernet.

A periSTART device is used for this purpose. Afer connectng the development board to the
periSTART and ataching it to a network switch, it should be available via the network. The
name printed on the label (Figure 13) can be used to verify that the network functonality is
working correctly.

periCORE Development Kit User Guide, rev: 6 Page 17
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Figure 13: periSTART device with label informaton.

For example using mDNS in the browser type https://<peristart-name>.local. However, refer
to secton Secton 5 in case problems occur.

3.4 Debug interface

ATer installing the pericoredbg Container to the provided periMICA
[11] no further confguraton for the container is necessary. If accessing the periMICA is not
working via browser due to network confguraton issues again refer to Secton 5.

A JLink device connects the development board to the periMICA via USB. The pericoredbg
Container runs a JLinkGDBServerCLExe instance triggered by a socat process, providing a TCP
connecton via port 5333.

As with all Perinet Smart Components, mDNS names can be used to access the periMICA con-
tainers over the network. The Visual Studio Code © debug settngs therefore need to be
confgured with the mDNS name of the pericoredbg Container. The settings.json can be
found in the applicaton workspace repository under .vscode. Modify the DEBUG_TARGET, see
also Listng 2.

"DEBUG_TARGET": "pericoredbg-periMICA-sernm.local:5333", // hostname of ...

Listng 2: Change debug target to pericoredbg Container mDNS name in settings. json.

Also in the same directory the launch. json needs to be adapted. Within the JSON the frst
object of the inputs array needs to be adapted, in detail the default value needs to be set
just like for the DEBUG_TARGET (Listng 3):

periCORE Development Kit User Guide, rev: 6 Page 18
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"inputs": [

{
"id": "remote_debug",
"description": "Enter remote debugcontainer uri',
"default": "pericoredbg-periMICA-sernm.local:5333",
"type": "promptString",

}

Listng 3: Change default value to pericoredbg Container mMDNS name in launch. json (Ex-
cerpt is shown).

The TCP port 5333 is pre-confgured. If you need to change the TCP port or any other J-Link
settng, this can be done by accessing the pericoredbg Container via SSH, e.g. using Puty (the
MDNS name of the container can be used to reach it).

SSH access requires a one-tme password, which must be generated from the pericoredbg
Container webpage. The webpage can be accessed via the mDNS URL, or from the periMICA
home page by clicking on the pericoredbg Container icon (Figure 14; refer to the periMICA
User Guide [13] for more informaton).

<« C @ htips/debug-mica-menewlocal o=

PeriCORE debug

©peri

Seamless loT Connectivity

Description

The periCORE debug container is provided as a debug server for the periCORE development board.
The following debug ports can be accessed via TCP:

Port 4333: OpenOCD debug interface to periCORE development board
Port 5333: J-Link GDB Server for periCORE development board
Port 2300: UART interface to periCORE device (/dev/ttyUSB0)

Application name and SSH access

Application name: application_name C*

SSH one time password: Generate OTP for root Generate

Figure 14: Excerpt from pericoredbg Container Web Ul, using mDNS in the browser. Gener-
ate SSH One tme password for user root access by clicking on the Generate buton.

Note: If the access to any pericoredbg Container services via TCP, SSH or HTTP fails please
refer to Secton 5.

3.5 UART interface

As with the debug interface, the UART of the periCORE can be used for debugging via the
pericoredbg Container on TCP port 2300. Puty can again be used to access this interface; on

periCORE Development Kit User Guide, rev: 6 Page 19
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a Linux-based OS, telnet is ofen the more common tool.

ATer opening the TCP connecton, UART messages should appear on the command terminal,
provided the UART outport is confgured correctly within the applicaton frmware. (Refer to
the periCORE Firmware Development Applicaton Note [12] for more informaton.)

periCORE Development Kit User Guide, rev: 6 Page 20
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4 Software Development

4.1 periCORE Software API structure

periCORE Firmware Components

WebUlI

libperiCORE

Application

seyve

Figure 15: Firmware Architecture of periCORE based applicatons. Green boxes indicate
components that are common for all applicatons. On the other hand, grey boxes defne ap-
plicaton specifc components.

The basic idea of the periCORE development kit from a sofware perspectve is to customize
applicatons on top of the operatng system (séve) and the libperiCORE library. The applica-
ton part is implemented mainly by extending the functonality provided by libperiCORE, in
partcular by creatng additonal endpoints for both the MQTT Client and the HTTP Server.

The Web Ul can also be customized on top of a minimal Javascript framework.

4.2 seve OS

Secton 4.3 requires basic knowledge of seve, in partcular how data is represented by the
Bufer data type (seve: :1ib: :memory: :Buffer) and how outports and inports work between
components, focusing on:

e seve::eventflow::SingleValue
e seve::eventflow: :Queue
e seve::eventflow: :Sink

Therefore refer to séve Operatng System Datasheet [14].

periCORE Development Kit User Guide, rev: 6 Page 21
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4.3 Extend libperiCORE Network Services

periCORE Network Components
HTTPs Server MQTT Client
(Main + Sensor
Configuration)
mDNS / / /
DNS-SD LLMNR ||bpe“CORE MQTT subscriber
Publishing By Al Endpoints
Endpoints (Sensor settings)
Application MQOTT Publisher
REST Endpoints
Endpoints (Sensor data)

Figure 16: Network Architecture of a periCORE based frmware applicaton. Green and
green-dashed boxes indicate components that are provided by libperiCORE, hence are com-
mon for all applicatons. On the other hand grey boxes defne applicaton specifc compo-
nents, like Endpoints used for both HTTP Server and MQTT Client.

The idea of Perinet Smart Components is to provide sensor data and sensor interacton to the
outside world. From a hardware perspectve, all Perinet Smart Components (such as periSTART,
periSWITCH and periNODE devices) are based on a periCORE module. A similar approach was
followed for the sofware, embodied in libperiCORE, which provides a basic set of components,
some of which can be extended.

To minimize confguraton, only IPv6 link-local addresses are used for network communicaton
across all periCORE-based devices. This has some implicatons for usage, but most distribu-
tons and browsers support IPv6 link-local addresses. If you encounter problems anyway, refer
to Secton 5.

The following network components provided by libperiCORE are used by periCORE based ap-
plicatons:

e HTTP Server: the main interface, with a REST-like API for confguring a Perinet Smart
Components device or performing frmware updates. The HTTP interface can also be
accessed via the provided Web Ul, which is generic for most applicatons but also allows
customizaton (see Secton 4.4).
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The HTTP Server backend can be modifed by adding new HTTP Endpoints that perform
specifc actons.

As security becomes more and more important in networking, the HTTP Server provides
settngs for mTLS and trusted certfcates, which restrict access to users with valid client
certfcates. See the periCORE Datasheet [10] for more informaton.

mDNS/LLMNR Publishing: because IPv6 addresses can be cryptc, LLMNR and mDNS
hostname publishing are used to access Perinet Smart Components by a unique device
name, without having to type IP addresses.

DNS-SD: DNS Service Discovery is used to browse for services of a specifc type. peri-
CORE-based applicatons use it to announce metadata about their services (such as port,
url and applicaton informaton). periNODE devices use it to discover the hostnames of
MQTT Brokers on the network that can be used to confgure the broker of the libperi-
CORE MQTT client.

MQTT Client: a basic MQTT Client implementaton is provided by libperiCORE, support-
ing TLS/mTLS features similar to the HTTP Server. Functonality is implemented by
creatng MQTT Client endpoints, either to publish sensor data or to subscribe to events
that trigger certain processes. See Secton 4.3.2 for more informaton.

4.3.1 Create new REST API endpoints

New REST API endpoints can be added to the libperiCORE HTTP Server by defning End-
point (given under libperiCORE/src/periCORE/network/http/Endpoint.h) objects within
your customized applicaton. Upon constructon of a new Endpoint object it registers itself
on the HTTP Server (Listng 4).

Endpoint: :Endpoint ()
: seve::1lib::Chainable()

E)
>
>

in_request(this, &Endpoint::handle_request)
patch_out{nullptr}
put_out{nullptr}

periCORE: :implementation: :network: :HttpServer& http_server = periCORE::
implementation: :network: :HttpServer: :get_object();

periCORE: : implementation: :network: :HttpServer*volatile test = &http_server;
http_server.add_endpoint (this) ;

Listng 4: Endpoint constructor defniton.

It provides callbacks for all HTTP methods such as GET, PATCH, PUT, POST and DELETE; these
are called automatecally by the HTTP Server when the corresponding method and URI / route
is requested (Listng 5). The Endpoint object therefore needs a unique URI to be identfed,
which must be set via the set_route method.
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protected:
virtual void get(Request* r){return_status(ResponseStatus::NOT_FOUND) ;};
virtual void patch(Request* r){perform_patch_post(r, patch_out);l};
virtual void post(Request* r){return_status(ResponseStatus::NOT_IMPLEMENTED);};
virtual void put(Request* r){perform_patch_post(r, put_out);};
virtual void del(Request* r){return_status(ResponseStatus::NOT_IMPLEMENTED) ;};

Listng 5: Endpoint class method declaratons of HTTP callback functons.

Default implementatons are already provided for the PATCH and PUT methods. Both call-
backs proxy the HTTP request payload as a Bufer to an external component. In these cases
the corresponding outports from the Endpoint to the receiving components need to be set
(Listng 6).

seve::eventflow: :Sink<seve::1lib: :memory: :Buffer*>* patch_out;
seve: :eventflow: :Sink<seve::1lib::memory: :Buffer*>* put_out;

Listng 6: Endpoint outport declaratons for PATCH and PUT methods.
However, all HTTP method callbacks are virtual and can be overridden by deriv-
ing a new class from the base class Endpoint. The HTTPEndpoint defned in

1libperiCORE/src/periCORE/network/http/HTTPEndpoint.h is an example of such a derived
class (Listng 7).

class HTTPEndpoint : public periCORE: :network::http::Endpoint

{
public:
seve: :eventflow: : Queue<HTTPEndpoint, seve::lib::memory: :Buffer> inPort_buffer{this,
&HTTPEndpoint: :updatel;
private:
void get (periCORE: :network: :http::Request* request) override;
void update(seve::1lib: :memory: :Buffer *buffer);
seve::1lib: :memory: :Buffer *cached{nullptr};
};

Listng 7: Declaraton of HTTPEndpoint class derived from Endpoint.

It caches the latest Bufer (typically a JSON message) provided by an external component and
sends it as the response to the HTTP client when an HTTP GET request is received on the
corresponding URI (see also Figure 17).
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HTTP Client

———HTTP GET to /my-get———| 7
HT'll'er)El.ngdep;omt k=—=Update message External Component A
<—=Return 200 with message
——HTTP PATCH to /my-patch—>
Endpoint -
Imy-patch Forward payload—={ External Component B
< Return 204

libperiCORE HTTP Server

Figure 17: Example applicaton HTTP Server with two endpoints, one for either HTTP GET
and PATCH request handling.

JSON is used as the data representaton format for HTTP request and response communica-

ton.

When mTLS is actve in the applicaton, the handle_request method of the Endpoint class
determines which user role is required for the corresponding URI and HTTP method combi-
naton. The following user roles are implemented by default (Listng 8):

e PATCH / PUT requests require the ADMIN role; URIs startng with /confg or /sample
require SUPER rights.

e GET / DELETE / POST requests: the default user role is READER. This is intended for GET
requests, but is also applied to DELETE and POST since these HTTP methods are not yet
used or implemented.

i f ('request->method.compare ("PATCH"))

{
i f ( route.compare("/sample") == 0 ||
route.compare("/sample/gpiol") == 0 ||
route.compare ("/sample/gpio2") == 0 ||
route.compare("/config") == 0 ||
route.compare("/config/reset") == 0)
{
required_role = periCORE::security: :UserRole: :SUPER;
}
el se
{
required_role = periCORE: :security: :UserRole: :ADMIN;
}
}
el se if (!request->method.compare ("PUT"))
{
required_role = periCORE::security: :UserRole: :ADMIN;
}

Listng 8: Excerpt from handle_request method of Endpoint class.

The three user-role types for periCORE-based applicatons are defned as follows:
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= READER: as the name suggests, intended to allow users only to read specifc settngs or
informaton.

e SUPER: additonally allowed to change sensor confguraton and sensor settngs.

= ADMIN: has full access; allowed to perform frmware updates and apply main confgu-
ratons, such as security settngs.

Also see periCORE Firmware Development Applicaton Note [12] for a complete example on
how to use customized HTTP endpoints within your applicaton.

4.3.2 Create new MQTT Client endpoints

Similar to the libperiCORE HTTP Server, the libperiCORE MQTT Client handles MQTT endpoints
either by publishing a message when an MQTTPublisherEndpoint triggers its outport (e.g. by
a tming event), or by forwarding a received MQTT message to the MQTTSubscriberEndpoint
that subscribes to the corresponding MQTT topic.

Both MQTT endpoint classes must be defned with an MQTT topic on constructon of a new
object (Listng 9).

class MQTTEndpoint: public seve::1lib::Chainable
{
public:
MQTTEndpoint (const MQTTTopic&& topic);
const std::string view get_topic(O{return mgtt_topic.get();}
protected:
const MQTTTopic mgtt_topic;
};

Listng 9: MQTTENdpoint class declaraton serving as base class for both MQTTPublisherEnd-
point and MQTTSubscriberEndpoint classes.

Also on constructon of an MQTTSubscriberEndpoint object it automatcally registers itself on
the libperiCORE MQTT Client (Listng 10):

MQTTSubscriberEndpoint: :MQTTSubscriberEndpoint (const MQTTTopic&& topic)
: MQTTEndpoint{std: :move(topic)}

{
periCORE: : implementation: :network: :MQTTClient& mqtt_client = periCORE::
implementation::network::MQTTClient::getInstance();
mgtt_client.register_subscriber_endpoint (*this);
I,
Listng 10: MQTTSubscriberEndpoint constructor defniton.
periCORE Development Kit User Guide, rev: 6 Page 26

Doc.-No.:PRN.100.378



©peri 2026-05-04

The MQTTPublisherEndpoint is not added directly to the libperiCORE MQTT Client; instead, the
outport of the endpoint is connected to the publish inport of the libperiCORE MQTT Client
(Listng 10). The endpoint thus indirectly triggers publishing when a new message is received
from the connected external component (see Figure 18).

using namespace periCORE::implementation::network;

MQTTPublisherEndpoint: :MQTTPublisherEndpoint (const MQTTTopic&& topic)
: MQTTEndpoint{std: :move(topic)}

, outport_mqtt{*MQTTClient::getInstance().get_inport_publish()}

{

I;

Listng 11: MQTTPublisherEndpoint constructor defniton.

libperiCORE MQTT Client

o —=Publish message MQTTPUb“.S ) Update message=——={External Component A
Topic A Topic’ A
MQTT Broker
Receive subscr"lber ) MQTTSubscr_lberEndpomt Forward message—u\Extarmal Component B
message Topic B Topic B

Figure 18: Example applicaton MQTT Client with one MQTTPublisherEndpoint and one
MQTTSubscriberEndpoint.

= MQTTPublisherEndpoint (1ibperiCORE/src/network/MQTTPublisherEndpoint.h):

Similar to the HTTPEndpoint the MQTTPublisherEndpoint class expects a Bufer handler
from an external component publishing this latest update upon recepton. But in con-
trast to the HTTPEndpoint the Bufer is not cached in the endpoint, instead it is published
directly. The connecton of the MQTTPublisherEndpoint inport to the external compo-
nent is done by assigning the get_inport method.

= MQTTSubscriberEndpoint (1ibperiCORE/src/network/MQTTSubscriberEndpoint.h):

Basically serves as a proxy to transfer a Bufer to an external component upon recepton
of a MQTT message with the according topic. The connecton to the receiving compo-
nent is done by calling the set_outport method of the MQTTSubscriberEndpoint right
afer constructon.

As with the HTTP Server, JSON is used as the data representaton format for MQTT data
communicaton.

Also see periCORE Firmware Development Applicaton Note [12] for a complete example on
how to use customized MQTT Client endpoints within your applicaton.

4.4 \Web User Interface

periCORE Development Kit User Guide, rev: 6 Page 27
Doc.-No.:PRN.100.378



©peri 2026-05-04

4.4.1 Sources and image creation

Frontend source Fles of periCORE applicatons are compiled into a separate Web Ul binary,
which is bundled together with the applicaton frmware into a frmware update image. The
Web Ul cannot be installed or updated via the debugging tools; instead, the frmware update
functon via the Web Ul or REST API call of the periCORE device must be used.

The sources of the Web Ul binary consist mainly of js and html fles. Most of the functonality
is implemented in Javascript to give a web-applicaton-like feel: for example, only the specifc
page content is loaded when navigatng between Web Ul tabs. The header, footer and the ba-
sic css and js are loaded only once; only the actual content in between is reloaded on demand.
This also keeps the request load low on the periCORE device, which has limited performance,
especially for HTTP with TLS features.

Also for performance reasons, the Web Ul Makefle encodes css and png fle links as Base64
strings and substtutes them into the corresponding Javascript and html fles. png is the rec-
ommended image format, since the total Web Ul binary image size is limited to 256 KB.

Again see periCORE Firmware Development Applicaton Note [12] for an in depth example
on how to develop customized Web applicatons for periCORE devices.

4.4.2 TLS session resumption

Another way of improving Web Ul performance is to make use of TLS session resumpton.
A typical HTTP call to a periCORE-based device with TLS enabled takes about 700 ms; with
mTLS enabled it takes even longer, about 1300 ms per request. With TLS session resumpton,
however, the TLS handshake is performed only on the frst request; subsequent requests reuse
the inital TLS session on both client and server, so they take only 100 ms to 200 ms each,
regardless of whether mTLS is used.

The periCORE HTTP Server backend supports TLS session resumpton; however, some
browsers have it disabled on the client side. Newer Firefox versions appear not to use it
any longer, while Microsof Edge and Google Chrome currently stll support it.

4.4.3 Html Dynamic Content Modification

As mentoned above, the content of the Web Ul can be divided into header, content and
footer. The header and footer remain constant; only the content in the center is dynamically
changed (see Figure 19).
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Figure 19: Web Ul structure of periCORE based applicatons. Red boxes indicate statc con-
tent (header and footer), whereas the actual content (green box) is dynamically modifed
when navigatng to other web pages using the header tabs.

To allow content to be loaded automatcally, no html fles need to be modifed; instead, html
DOM elements are created by Javascript functons. For example, the content functon that
creates the DOM elements for the Firmware Update web page (Listng 12, taken from the
applicaton repository path webui/fs_root/js/update. js):
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function dom_update() {
return “<div id="overlay"></div><div>
<figure>
<div class="update-container">
<img src="images/update-plain.png" alt="periNODE" id="update-plain">
<img src="images/update-arrows.png" id="update-overlay">
</div>
</figure>

<h1l id="update-header">Firmware update</h1>
</div>
<div>
<div><input type="file" name="fileUpload" id="fileUpload"></div>
<div><input style="margin-left:2pt" type="submit" id="uploadbutton" alt="Update
Firmware" value="Upload file"></div>
<div id="upload_label" for="upload_status">

<div class="loader">

<div class="check">

<!-- <span class="check-one"></span>
<span class="check-two"></span> -->
</div>
</div>
</div>
</div>";

Listng 12: html content created for Firmware Update Web page using Javascript.

The DOM elements in the code can directly be accessed from within Javascript. Looking at
the example case defning the dom_update functon is not enough. It needs to be registered
in the framework (Listng 13 taken from webui/fs_root/js/update. js).

function reload_update() {
$("content_id") .innerHTML = dom_update();
document.title = "periNODE Web Server | Firmware update";
$('uploadbutton') .addEventListener('click', onSelectFile, fal se);

}
update_content ("update", reload_update);

Listng 13: Registering DOM content creaton in Javascript Framework.

The update_content functon therefore needs to be called by passing a callback functon (
reload_update in this case), which in turn is called when the user enters the corresponding
web page. The frst parameter of update_content is an identfer for the web page, which
is used by the framework (peri_base. js) to identfy the callback (see also the calls to the
reload functons in Listng 14).
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4.4.4 Html Static Content Modification

If changes to header and footer need to be made this can be done by modifying the according
dom_footer / dom_header functons in the webui/fs_root/js/peri_base.js fle from the
applicaton repository folder. (See example for the header functon in Listng 14)

function dom_header () {
return ~<header class="header">
<a href="https://www.perinet.io" target="_blank" class="logo"> <img src="images/
perinet-logo.png" alt="Perinet Logo" width="180"></a>
<input class="menu-btn" type="checkbox" id="menu-btn" />
<label class="menu-icon" foOr="menu-btn"><span class="nav-icon"></span></label>
<ul class="menu'">
<li><a href="home.html" onclick="return reload('home')">Home</a></1i>
<li><a href="info.html" onclick="return reload('info')">Information</a></1i>
<li><a href="config.html" onclick="return reload('config')">Configuration</a
></1i>
<li><a href="security.html" onclick="return reload('security')">Security</a
></1i>
<li><a href="update.html" onclick="return reload('update')">Firmware update
</a></1i>
<li><a href="doc/api.proto" target="_blank">API documentation</a></1i>
<li><a href="https://docs.perinet.io" target="_blank">Online documentation</
a></1i>
</ul>
</header>";

Listng 14: Javascript functon to change header DOM content.

445 Create new Web page
To add a new page to the Web Ul, follow these steps:

= Copy the home.html from webui/fs_root folder into the same destnaton and name it
accordingly, e.g. custom.html.

e In the webui/fs_root/js/peri_base. js Fle adapt the dom_header functon by adding
a new navigaton link (example Listng 15) to the desired positon.

<li><a href="custom.html" onclick="return reload('custom')">Mytab</a></1i>

Listng 15: Navigaton link for new custom web page within peri_base.js fle.

= Now create a new js fle under webui/fs_root/js_node, €.g. named custom. js. Here
the callback needs to be defned when the user enters the new web page (simple exam-
ple in Listng 16).
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function reload_custom() {
$("content_id") .innerHTML = "<span>My custom content</span>";
document.title = "periNODE Web Server | Custom";

}

update_content ("custom", reload_custom);

Listng 16: Example Javascript fle for new page.

The update_content call is needed once, in case the js fle is loaded for the frst tme.

= Now the reload_custom callback needs to be registered, i.e. added in the peri_base. js
Tle as follows:

function load_custom() {
i f ('load_js_script("js_node/custom.js")) {
update_content ("custom", reload_custom);

}

Listng 17: Register callback functon for new web page in peri_base.js fle.

The functon must be named load_<uri>. The URI must match the value passed to the reload
functon for the navigaton link (see again Listng 15). The update_content functon expects
the URI as its frst parameter and the callback defned in the corresponding js fle as its second
parameter, exactly as it is called in the js fle.

Note: You might wonder why the update_content functon is only loaded if the Javascript
fle was already loaded. This is because the Javascript fle with the actual reload callback is
loaded asynchronously: in the example of the 1load_custom functon calling load_js_script,
there is no guarantee that the Javascript fle is loaded by the tme load_js_script returns.
The loaded Javascript fle therefore calls update_content once itself.

4.4.6 Loading css files

Additonal stylesheet fles can be added by calling the corresponding Javascript functon
load_css_script (see Listng 18, taken from webui/fs_root/js_node/home. js).

load_css_script("css_node/ruler.css");

Listng 18: Example call for loading css fle.
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Note: When modifcaton or replacement of Perinet default style sheets is necessary, modify
the set_style functon within webui/fs_root/js/peri_base. js by loading your customized
style sheets instead.

It is important to understand that the Web Ul Makefle replaces the css links in all js and
html fles with their Base64 string representaton (compare Listng 18 and Listng 19). This
means that css fles do not require a separate HTTP request, which keeps the load low on the
periCORE applicaton HTTP server.

load_css_script("data:text/css;base64,LnJ1bGVyIHsgbWFyZ21u0iBhdXRvOyB. ..");

Listng 19: Example call for loading css fle afer building. Out of convenience reasons the
Base64 string is not shown entrely.

Note: The Makefle also does not add these css fles to the Web Ul binary, hence they are not
available via separate HTTP request, as well. This is intended to keep the Web Ul binary size
low, which allows only a total size of 256 KB.

4.4.7 Loading image files

As with css fles, png image fle links are replaced by the Web Ul Makefle in all js and html
fles with their Base64 string representaton, in order to keep the load low on the periCORE
applicaton HTTP server.

Note: As with css fles, the Makefle does not add the actual image fles to the Web Ul binary.
To support other fle formats such as jpeg, we recommend using the Base64 string represen-
taton as well; this would require changes to the Web Ul Makefle.

4.4.8 Debugging Web Ul changes

To test a newly implemented Web Ul, you need to create the frmware update image and up-
date the periCORE from the development board via the REST API or the Web UI. The debugger
via the pericoredbg Container cannot be used here, because the Web Ul fles are not reloaded
into the fash memory. See also the periCORE Firmware Development Applicaton Note [12]
for more informaton.

Note: The IPv6 link-local address and hostname for the periCORE applicaton services can be
set within the applicaton repository under src/defaultNodeInfo.cc. The IPv6 address is
derived from the MAC address as fe80: : <mac-address-formatted>:O0.
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5 Troubleshooting

I cannot reach the webpage of the periMICA device.

Make sure that your OS supports mDNS resoluton and IPv6 link-local addresses. Although
the periMICA device also supports IPv4, the periMICA containers and Perinet Smart Components
can only be accessed using IPv6 link-local addresses. In a command terminal (under Windows
press the Windows key and type cmd), check that ping works correctly (Listng 20).

ping -6 <peri-device-name>.| ocal

Listng 20: Ping command to Perinet device.

If using versions below Windows 10 you might need to install some mDNS client sofware, like
Bonjour.

| cannot access IPvé6 link-local addresses with certain browsers

This mainly afects you if your host OS is Debian- or Ubuntu-based, because most browsers
struggle with IPv6 link-local address zone identfers on those operatng systems. Firefox can
be an excepton here, but it is not recommended because the frmware update from Firefox
does not work for Perinet Smart Components. There are two optons:

= (Recommended) using the periMICA as proxy device via Remote Devices feature by for-
warding HTTP requests to periMICA containers and Perinet Smart Components. See peri-
MICA User Guide [13] for more informaton on this.

e using socat to proxy TCP connectons from IPv6 link local to the IPv4 address of your
local host for HTTP services (Listng 21)

socat TCP4-LISTEN:<some-custom-port>,fork,reuseaddr \
TCP6: [<peri-device-11v6>Y,<localhost-nic>] :443&

Listng 21: General command to proxy HTTP connectons.

You can get the IPv6 link local address of your periMICA container or Perinet Smart
Components device by using avahi or a simple ping command to the mDNS name
of the device (Listng 20). For example if you wanted to forward HTTP connectons
from a periCORE with the mDNS name periCORE-n8ipe that has the IPv6 address
fe80: :742e:dbcf:21a4:0 and your localhost network interface was eth0 the socat pro-
cess would be like in Listng 22.
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socat TCP4-LISTEN:8100,fork,reuseaddr \
TCP6: [fe80: :742e:dbcf:21a4:0%eth0] :443&

Listng 22: Proxy command example.

Now in the browser simply type https://localhost:8100/ and you should be able to see
the Web Ul of your periCORE device.
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6 Labeling and Ordering

Labeling

Unlike the periCORE module, the periDEVboard 3.3 itself carries no labeling. For an interpre-
taton of the periCORE module label, please refer to the periCORE datasheet.

Ordering

To order the periDEVboard 3.3, please contact
sales@perinet.io.
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7/ Contact & Support

For customer support, please call us at +49 30 863 206 701 or send an e-mail to
support@perinet.io.

For complete contact informaton visit us at www.perinet.io
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A Development Board

#.0
16.7.2021 - Added RC circuit for debouncing the On-Off switch
15.7.2021 - Changed block diagram
16.7.2021 - J1 changed for har-flexicon and moved to the edge of the board.
17.7.2021 - 100BASE-TX polarity corrected.
From 4.0 to 4.1
15.12.2021 - Changed periCORES to periCORE4 which caused:
- Removing analog inputs from the sensor side
- Removing PWM outputs from the sensor side
- Added SMI signals to the RMII header
- Added BCM nRESET circuit. The push button is not any more used for on-off but for reseting BCM.
- Added jumper J2 for keeping ST coprocessor in reset
18.12.2021 - Added 33R series resistors for limiting the current on SPI lines
18.12.2021 - Added BCM nRESET to the JTAG connector
18.12.2021 - Added series capacitors to the SGMII signals
11.01.2022 - Added ESD protection for SGMII signals

From 4.1t0 4.2
- Updated periCORE pinout
- Updated DEBUG_EN and nRST circuitry.
- Improved silkscreen

From4.2t04.3
- R12 changed to 33 Ohm
- R13 changed to 33 Ohm
- R26 set to "DO NOT PLACE"

Title periCORE Development Board Perinet GmbH O

Rudower Chaussee 29 ) *
Size: A4 Revision: 4.3 ‘Pan' Changes 12489 Berlin . Pel'l
Date: 27/03/2023 __ Time: 18:13:3¢ | Sheet 1 of 9 Seqany)
File: _Cowork\Hardware D: ORE D Board Changes SchD
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©peri 2026-05-04
B Network daughterboards

The network communicaton daughterboards are carrier boards for diferent connectors.
They have two rows of 9-pin male headers, and are atached into the female header coun-
terpart receptacles on the development board. A drawing of a typical network daughter-
board is shown in Figure 20.

Figure 20: M8 Hybrid Male daughterboard drawing.

The pinout of the network communicaton daughterboard is shown below in Figure 21.

B nc LED- | @
® \NC LED+ | @
® vout VIN | @
@® GND GND @
@® RDP DN | @
@ RDN TDP| @
@ NC NC. | @
® \NC NC. | @
® NC NC. @

Figure 21: Network communicaton daughterboard pinout.

The daughterboard interface uses the following signals:

e Diferental pair TD (TD_N and TD_P) for data transmission/recepton in 100BASE-T1. If
a daughterboard is used for 1L00BASE-TX, which can be the case for port 4, this difer-
ental pair is used only for data transmission from the periCORE.

e Diferental pair RD (RD_N and RD_P) is used for data recepton in 100BASE-TX.
= LED+ and LED- are PHY signals used to control the link indicator LEDs.

e VIN is the positve terminal of the external power supply that can power the develop-
ment board via the connector (e.g. a daughterboard). This terminal is used in hybrid
cabling to supply power to the development board via a hybrid cable.
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= VOUT is a positve power supply terminal driven from the development board to the
daughterboard connector. On the development board, this signal is directly connected
to the main power supply for the periCORE. In hybrid cabling, this signal is used to sup-
ply power to the nodes on the other side of the hybrid cable.

= N.C. means not connected. The functon of these pins is not defned at the moment;
they are reserved for future use.

The diference between the daughterboards for 100BASE-TX and 100BASE-T1 is that the
former uses both the TD and RD diferental pairs, while the later uses only TD.

The daughterboards currently available cover the following connectors:

= For 100BASE-T1 networks:
M8 male, style 6P-M8C (without shield) defned in IEC 63171-6:2021 [6]
M8 female, style 6J-M8C (without shield) defned in IEC 63171-6:2021 [6]
HARTING T1 Industrial Jack, style 2J-L defned in IEC 63171-6:2021 [6]

METZ CONNECT spring clamps, for open-end cables
= For 100BASE-TX networks:

- HARTING ix

- RJ45

The following sectons provide more details and schematcs for the aforementoned network
daughterboards.

B.1 M8H Male DaughterBoard

The M8H Male DaughterBoard is a network daughterboard which allows using the M8 male
connector according to IEC 63171-6:2021 (style 6P-M8C without shielding) [6] with the
periCORE Development Board. The daughterboard is shown in Figure 22. The connector is
intended for hybrid SPE cables with two wire pairs, where one pair is used for the power
supply, and the second pair is a diferental 100BASE-T1 pair (SPE). The face of the connec-
tor with the signal defnitons is given in Figure 23.
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®perinet -
M8H Male
» [ne. DaughterBoard

02
~
-
»

| @

|'®
| &
»
-
-

Figure 22: M8H Male DaughterBoard

1 BI_DA+ Blue
2 Bl_DA- White
3 u Red
4 GND Black

Figure 23: M8H Male connector drawing and pinout [16]

The pinout of the M8H Male DaughterBoard is shown in Figure 24.

1 @ NC LED- @ 18
2 @ NC. LED+ | @ |17
3 @ NC VIN [ @] 16
4@ | GND GND @] 15
5 @| NC TDN @14
6 @ NC TDP @13
7 @| NC. NC. @12
8 @ | NC. NC. @11
9 @| NC. NC. @ 10

Figure 24: M8H Male daughterboard pinout
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The schematc of the M8H Male DaughterBoard is given on the next page:

« Pin 3 of the M8H Male connector is connected with the pin 16 of the daughterboard
which means that the development board can be supplied with power over this daugh-
terboard.

= There are two LEDs (D2 and D3) for showing various link status indicators. The indica-
tors can be confgured in sofware.

< M8H Male daughterboard is intended to be used on the 100BASE-T1 port which is
confgured as slave.
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B.2 MB8H Female DaughterBoard

The M8H Female DaughterBoard is a network daughterboard which allows using the M8
female connector according to IEC 63171-6:2021 (style 6J-M8C without shielding) [6] with
the periCORE Development Board. The daughterboard is shown in Figure 25. The connector
is intended for hybrid SPE cables with two wire pairs, where one pair is used for the power
supply, and the second pair is a diferental 100BASE-T1 pair (SPE). The face of the connec-
tor with the signal defnitons is given in Figure 26.

M8H Female

Dayghter Board

Figure 25: M8H Female DaughterBoard

1 BI_DA+ Blue
2 BI_DA- White
3 U Red
4 GND Black

Figure 26: M8H Female connector drawing and pinout [16]

The pinout of the M8H Female Daughterboard (see Figure 27) is:
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N.C.
N.C.
VOUT
GND
N.C.
N.C.
N.C.
N.C.
N.C.

e e o T B B I S
000000000

LED-
LED+
N.C.
GND
TD_N
TD_P
N.C.
N.C.
N.C.

18
17
16
15
14
13
12
11
10

Figure 27: M8H Female DaughterBoard pinout

The schematc of the M8H Female DaughterBoard is given on the next page:

= Pin 3 of the M8H Female connector is connected with pin 3 of the daughterboard
which means that the development board can supply power to devices connected

with this daughterboard.

= There are two LEDs (D2 and D3) for showing various link status indicators. The indica-

tors can be confgured in sofware.

= M8H Female daughterboard is intended to be used on the 100BASE-T1 port which is

confgured as master.
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B.3 T1 Industrial Jack DaughterBoard

The T1 Industrial Jack DaughterBoard allows using the HARTING T1 Industrial Jack con-
nector which is defned in the IEC 63171-6:2020 [6] standard, under style 2J-L, with the
periCORE Development Board. This type of connector is dedicated for SPE, and it is recom-
mended for industrial applicatons. The daughterboard is shown in Figure 28.

Figure 28: T1 Industrial Jack DaughterBoard

The pinout of the T1 Industrial Jack DaughterBoard is shown in Figure 29.

1 @ NC LED- @ 18
2 @ NC LED+ @ 17
3 @ NC NC. @ 16
4@ | GND GND @ 15
5 @ NC TDN @ 14
6 @ NC TDP @ 13
7 @ NC NC. @ 12
8 @ NC NC. @ 11
9 @ NC NC. @ 10

Figure 29: T1 Industrial Jack DaughterBoard pinout

The schematc of the T1 Industrial Jack DaughterBoard is shown on the next page:

= The design uses a transformer in order to provide the isolaton of 1.5 kV between the
development board (periCORE) and the signals at the connector.

= There are two LEDs (D2 and D3) for showing various link status indicators. The indica-
tors can be confgured in sofware.
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B.4 T1H DaughterBoard

The T1H DaughterBoard is intended for the development of home automaton applicatons,
where cables with open ends are most common. This daughterboard has 4 spring-clamp
terminal blocks produced by METZ CONNECT. Figure 30 shows the T1H DaughterBoard.

Figure 30: T1H DaughterBoard.

The colour of the clamps, as well as the names of the signals, comply with the SPE INDUS-
TRIAL PARTNER NETWORK applicaton note [16]:

= GND (Black) - power supply negatve terminal

= U (Red) - power supply positve terminal

= BI_DA- (White) - SPE diferental pair negatve signal

= BI_DA+ (Blue) - SPE diferental pair positve signal
The pinout of the T1H DaughterBoard is shown in Figure 31.

(. N.C. LED- @ 18
2 @ NC. LED+ @ 17
3 @ NC N.C. @ 16
4 @ GND GND @ 15

5 @ N.C. TD_N @ 14
6 @ N.C. TD_P @ 13

7 @ N.C. N.C. @ 12
s @ N.C. N.C. @ 1
Q‘ N.C. N.C. @ 10

Figure 31: T1H DaughterBoard pinout

The schematc of the T1H DaughterBoard is shown on the next page:
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= Depending on the wiring, this daughterboard can supply power to the development
board, or source power to the next node on the network.

= There are two LEDs (D2 and D3) for showing various link status indicators. The indica-
tors can be confgured in sofware.

= LED D6 indicates the presence of the input power supply on the board
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B.5 ix DaughterBoard

The ix DaughterBoard is a network daughterboard which allows using the ix (A-coded) con-
nector from HARTING with the periCORE Development Board. The ix connector is an in-
dustrial Ethernet connector defned in the IEC 61076-3-124 standard [7], and it supports
100BASE-TX. Figure 32 shows the ix DaughterBoard.

 [n.c. ix DaughterBoard '.N.f:.

Figure 32: ix DaughterBoard

The drawing of the face of the connector as well as its pinout is shown in Figure 33.

jack plug

s 5

e 4

. 3

8 2

10 AN

Pin No. 10BASE-T Industrial

i 100BASE-TX 1/10GBASE-T EIA/TIA 568A EIA/TIA 5688 (PROFINET)
1 TX+ Bl DA+ white/green white/orange yellow
2 TX- Bl DA- green orange orange
3 N.C GND - -
[ N.C. Bl DC+ blue blue
5 N.C. Bl DC- white/blue white/blue
6 RX+ Bl DB+ white/orange white/green white
1 RX- Bl _DB- orange green blue
8 N.C GND - -
9 N.C. Bl DD+ white/brown white/brown
10 N.C. Bl DD- brown brown

Figure 33: ix DaughterBoard pin assignment

The pinout of the daughterboard is shown in Figure 34
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N.C.
N.C.
N.C.
GND
RD_P
RD_N
N.C.
N.C.
N.C.

VWO NG DA WN R
000000000

LED-
LED+
N.C.
GND
TD_N
TD_P
N.C.
N.C.
N.C.

18
17
16
15
14
13
12
11
10

Figure 34: ix DaughterBoard pinout

The schematc of the ix DaughterBoard is shown on the next page:

e The board uses an A-coded ix connector.

= The ix DaughterBoard uses 100BASE-TX and is intended for PORT4 of the develop-

ment board.

= There are two LEDs (D2 and D3) for showing various link status indicators. The indica-

tors can be confgured in sofware.
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B.6 RJ45 DaughterBoard

The RJ45 DaughterBoard is a network daughterboard which allows using the RJ45 connec-
tor with the periCORE Development Board. This network daughterboard is for 100BASE-TX,
therefore it should be used on the Port 4 on the periCORE Development Board. The daugh-
terboard is shown in Figure 35.

B

w = —_— T

-{@ d et N.C.|'J

o |N.C. N.Cl'g

& [W-C.

@ [-C. RJ45 DaughterBoard™ .|

Figure 35: RJ45 DaughterBoard

The pinout of the RJ45 DaughterBoard is shown in Figure 36.

1/ @| NC. LED- | @ |18
2 @ NC LED+ @ | 17
3@ | NC. NC. | @16
4 @| GND GND @ | 15
5@ | RD_P TD N | @ | 14
6 @ | RD_N TDP @13
7 @ | NC. NC. | @ |12
8 @ NC NC. @11
9 @ NC NC. | @10

Figure 36: RJ45 DaughterBoard pinout

The schematc of the RJ45 DaughterBoard is shown on the next page.
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C Sensor/Actuator daughterboards

C.1 0-10V DaughterBoard

The 0-10V DaughterBoard (Figure 37) allows connectng sensors with 0-10V analog output
signal to the periCORE development board. The board is based on the ADS1113 ADC from
TI. The communicaton interface between the periCORE module and the ADC is I°C.

Figure 37: 0-10V DaughterBoard

The daughterboard has a 4-pin male terminal block from HARTING (har-fexicon
14120414002000). The daughterboard comes with the female counterpart, har-fexicon
14312301201, which can be used for connectng the sensor cable. The names of the signals
are printed on the daughterboard’s silkscreen. The following signals are used:

= GND - ground connecton
< [N - input voltage (0-10V)

= TCH — open-drain output which can be used to control the calibraton (teach) process
of some sensors. It is driven by GPIO1 of the periCORE module

e 24V — power supply positve terminal, for supplying power to the sensor

A typical wiring example is shown in Figure 38.
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/ 0-10V DaughterBoard \

GND | @ u-
IN [ ) 0-10V OUT
0-10V sensor
TCH ® t------------ -- TEACH
24V [ ) U+

Figure 38: 0-10V DaughterBoard

The schematc of the 0-10V DaughterBoard is given on the next page. The main features of
the circuit are:

= The input voltage is atenuated through the voltage divider R3 - R4, C1 by the factor
of 9, with -3dB point at about 1326 Hz.

e The address of the ADC on the I2C bus is 0x48.

= For controlling transistor Q1, which can be used for the calibraton (teach) of some
sensors, resistor R1 should be populated with the value of about 1kS2.
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C.2 PT100 DaughterBoard

The PT100 DaughterBoard (Figure 39) allows the development of smart PT100 sensors
with the periCORE module. The daughterboard uses ADS112C04, a 16-bit ADC from Texas
Instruments, as an analog frontend and interface between the periCORE and the PT100. The
controlling and reading of the digital samples from the ADC is over the I12C bus. The PT100
DaughterBoard is designed to be used with 3-wire PT100 sensors.

GND GND
PT100 Daughter Board

ws-[@ f]me

=§ | N.
@
3|n
9
)
S E
--

Figure 39: PT100 DaughterBoard

The wiring diagram is shown in Figure 40.

® H------------- -e{ RTD f--; |
PT100 DaughterBoard @ [{-- ' PT100 3-wire sensor
@ M-

Figure 40: PT100 Wiring Diagram

The schematc of the PT100 DaughterBoard is shown on the next page. The main features
of the circuit are:

= The excitaton current of the PT100 element is 500uA
e Maximum wire resistance is 152

= Temperature measurement range: -200°C to +850°C
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C.3 GPIO DaughterBoard

The GPIO DaughterBoard (Figure 41) allows development of sensor/actuator applicatons
that require 24V digital 170 and is functonally identcal to the periNODE-GPIO. It has two
I/0 channels and is based on the MAX22515 IC from Analog Devices, controlled by the peri-
CORE module via the I12C bus.

°I% GND 102 101 24U

Figure 41: GPIO DaughterBoard

The schematc of the GPIO DaughterBoard is shown on the next page. The board has a 4-
pin male terminal block (har-fexicon 14120314002000), J1, which is used to connect the
IO signals to the daughterboard. Its female counterpart har-fexicon 14310314402000 is

included in the package. The names of the signals are printed on the board overlay:

= 24V — power supply positve terminal, can be used to supply an external circuit
e |01 — IO channel 1; can be confgured in frmware for input or output functon
e 102 — IO channel 2; can be confgured in frmware for input or output functon
e GND — electrical ground

An example wiring is shown in Figure 42. The motor is supplied with power from the GPIO
DaughterBoard. The up/down movement of the motor is controlled with the 1/0 channels
|01 and 102 which are confgured for output operaton.
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/ GPIO DaughterBoard \
GND | @ GND
02| @ DOWN
Motor
01| @ uP
24V | @ 24V
Figure 42: GPIO DaughterBoard wiring example
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C.4 SPI DaughterBoard

The SPI Daughterboard (Figure 43) supports development with the SPI interface of the peri-
CORE. The SPI feature of the periCORE uses the I12C bus and both GPIO pins to provide

a sofware SPIl implementaton. The SPI Daughterboard simply reroutes the pins for use
with click boards; the pinout is based on the mikroBUS pin descripton for click boards from
MikroE (see the pin-descripton secton).

Figure 43: SPI DaughterBoard

The typical wiring is shown in Figure 44. The SPI Daughterboard supports SPI and UART,
which are routed directly from the periCORE. The 3.3V, 5V and 24V supplies are also routed
from the development board to the SPI Daughterboard. Only the “PWM” and “INT” pins

are not routed to the development board; they can be accessed by adding an additonal pin
header on J4. The reset pin is directly connected to the mechanical switch (if available) on
the SPI Daughterboard and requires a pull-up on the click-board side.

N.C. PWM (N.C.)
RST INT (N.C.)
cs UART RX
SCK UART TX
MISO N.C.

MOSI N.C.
+3.3V +5V
GND GND

/..O.....\
\......../

Figure 44: SPI DaughterBoard wiring example
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G Glossary

100BASE-T1 A Ethernet Standard where two endpoints are connected by a single twisted
pair cable. It is one of the so-called Single Pair Ethernet (SPE) standards. It operates
in full-duplex with a data rate of 100 MBit per second. Furthermore, it uses PAM-3
modulaton with a voltage level from -1 to +1V, diferentally on the two wires. 11, 46,
47,49, 52

100BASE-TX A Ethernet Standard where two twisted pairs with diferental signals are
used, one for each directon. The data rate is 100 MBit per second. It is also called
"Fast Ethernet”. 11, 46, 47, 60

ADC Analog Digital Converter. 67
APl Applicaton Programming Interface. 3, 17, 21-23, 28, 33

Base64 Base64 allows representaton of binary data in text format. 28, 33, 76
css Cascading Style Sheets. 28, 32, 33, 76

DC Direct current. 10

DNS-SD DNS Service Discovery [4] is a way of using standard DNS programming inter-
faces, servers and packet formats to browse the network for services. 8, 23

DOM Document Object Model. 29-31, 76
GND ground, zero potental mass. 9

html HyperText Markup Language. 28-30, 33, 76

HTTP Hypertext Transfer Protocol is an applicaton-layer protocol for transmitng hyper-
media documents, such as HTML. 17, 21-28, 33, 34, 74, 76

12C Inter-Integrated Circuit is a synchronous, mult-master, mult-slave, packet switched,
single-ended, serial bus. 10, 14

lloT Industrial Internet of Things. 5, 6
IPv4 Internet Protocol Version 4, a communicaton protocol. 34

IPvé Internet Protocol Version 6 [8], a communicaton protocol. 22, 23, 34

jpeg Animage fle format. 33
js JavaScript. 28, 31-33

JSON JavaScript Object Notaton is standard text-based format for representng structured
data based on JavaScript object syntax [3]. 18, 24, 25, 27
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JTAG Joint Test Acton Group is a standard that defnes tools to debug embedded systems.
9,13

LED Light-Emittng Diode is a semiconductor that emits light when current fows through it.
10, 46, 52, 54, 57, 60

LLMNR The Link-Local Multcast Name Resoluton is a protocol based on the Domain
Name System packet format that allows IPv6 hosts to perform name resoluton for
hosts on the same local link. 23

Makefile Defniton of set of tasks to be executed by GNU make tool. 28, 33
MDI Media Dependent Interface, a Fast-Ethernet chipset component. 11

mDNS multcast Domain Name Service [5], a protocol that implements a local distributed
name resolving mechanism. 8, 10, 18, 19, 23,34,74,76

MQTT Message Queuing Telemetry Transport is a lightweight, publish-subscribe based net-
work protocol that transports messages between devices. 17, 21-23, 26, 27, 74

mTLS Mutual TLS extends the TLS protocol by requiring clients to pass certfcates, allowing
to provide authorizaton mechanisms of Applicaton services. 23, 25, 28

OS Operatng System, a system sofware that manages computer hardware and sofware
resources. 20, 34

PC Personal Computer. 16

PCB Printed Circuit Board. 10

PHY Physical layer. Lowest layer of the OSI model. 46

png Portable Network Graphics - an image fle format. 28, 33

RD Receive Data port. 46, 47
REST REpresentatonal State Transfer, a web API style. 17, 22, 23, 28, 33

RMII Reduced Media-Independent Interface, an interface defned as a standard interface to
connect a media access control (MAC) block to an Ethernet physical transceiver chip.
911

SDK Sofware Development Kit is a colleton of development tools. 6

SPE Single Pair Ethernet. 5, 10, 11, 17, 47,51, 54

SPI The Serial Peripheral Interface (SPI) is a synchronous serial communicaton interface
specifcaton used for inter IC communicaton. 17

SSH Secure Shell Protocol. 19, 74

TCP Transmission Control Protocol. 17-20, 34
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TD Transmit Data port. 46, 47

TLS Transport Layer Security Protocol. Used by Applicaton Protocols like MQTT or HTTP
to allow secure data transfer. 23, 28

UART A Universal Asynchronous Receiver-Transmiter is a computer hardware device for
asynchronous serial communicaton. 3, 10, 14,17, 19, 20

Ul User Interface. 6, 19, 21, 22, 28, 29, 31, 33,35, 74
URI Uniform Resource ldentfer. 23-25, 32

USB Universal Serial Bus is a standard of the connecton of peripherals to personal comput-
ers. 17,18
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