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Abstract

This document outlines the functionality of the PKl4mfg container. The PKl4mfg is de-
signed for use in the manufacturing of periCORE based devices, managing security appa-
ratus to establish security protocols during production.
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1 Overview

The PKl4mfg container is specifically designed to manage security certificates in the manufac-
turing environment. It leverages YubiKey devices, which are depicted in figure 1, to create and
store security keys. YubiKeys are manufactured by Yubico [15] typically used for two-factor
authentication (2FA) due to their ability to safely store cryptographic keys. In the context of
PKl4mfg, YubiKeys hold the private keys of PKI security entities, such as the root CA and batch
CA. The Batch CA is the entity responsible for signing the attestation host certificates, which
are subsequently deployed and stored on each manufactured device.

Utilizing an authentic YubiKey, the PKl4mfg container configures itself to employ the Batch
CA’s private key, which is stored on a YubiKey inserted into a periMICA USB slot. This setup
facilitates the deployment of attestation certificates to devices.

4l

Figure 1: YubiKey Devices

The container integrates Perinet base services through the APl and features its own distinct
API, enabling users to configure it effectively for production readiness.

Additionally, the container offers a user-friendly web-based Ul, allowing users to effortlessly
manage the available features, as shown in figure 2. This document provides a detailed de-
scription of the container’s functionalities and usage instructions.
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Description

The PKl4mfg container provides an easy way to manage the Private Key Infrastructure for manufacturing.
For further information refer to PKI4mfg container documentation or to the PKI4mfg APl documentation.

Create certificate

Hostname: hostname Create
YubiKey config
Pin: © pin Configure
Batch Number: batch Prod Data
» Create Batch CA
SSH access

Development Mode:

SSH one time password: © Generate OTP for root Generate
NaAada
periMICA
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2 Features

2.1 YubiKey config

To begin, ensure that the YubiKey device is connected to the periMICA USB slot. The initial
step into the container involves configuring the Batch CA YubiKey. Enter the PIN and click on

the Configure button, as illustrated in figure 3.

YubiKey config /
Configure

Pin: © pin

Batch Number: batch

Figure 3: Type the Pin and click on Configure

The Pin will be verified, and the confirmation message is expected:

Configuration successful!

Close

Figure 4: Configured successful

Once the Batch CA YubiKey is correctly configured, the Batch Number extracted from the
certificate can be viewed in the Batch Number field, as shown in figure 5. The Batch Number
is composed of the year and the week number in which the YubiKey was created, formatted

as YYYY-WW.

YubiKey config

Pin: ©  «eeeen Configure

Batch Number:

Figure 5: Batch Number Found

If the Pin is not correct one error will pop up (figure 6) and the Batch Number will remain
empty.

periMICA Container User Guide, rev: 2 Page 6
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Error: {"error":"Pin not verified™}

Close

Figure 6: Error in PIN

2.2 Create a host certificate

Once the YubiKey is configured, the container is prepared to generate host certificates signed
by the YubiKey Batch CA. From the homepage, enter the hostname and select the Create
Certificate button, as depicted in figure 7.

Create certificate

Hostname: hostname Create

Figure 7: Create Certificate

The chain certificates are automatically extracted from the slots in the Batch CA YubiKey, en-
suring a seamless integration process. The chain certificate will be presented, figure 8.

Note: The certificate chain does not include the Root CA. The generated chain certificate is
designed for storage directly on the device and should not be concatenated with the Root CA.

periMICA Container User Guide, rev: 2 Page 7
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-----BEGIN CERTIFICATE-----
MICHTCCAcOgAWIBAQIQaQXr+kiBgBnV2DY4QHgNYTAKBgg
ghkjOPQQDAIBMMQsw
CQYDVQQGEWJERTEVMBMGATUECgWMUGYyaWsIdCBHBW
JIMSYWJAYDVQQDDBIEZXYY
IFBlemiuZXQgQmFOY2ggQOEgMjAYNCOXMTAFWOYNDAOMT
UxMTAIMT ZaFwOyNjA3

MTkxMTAIMT ZaMDwxCzAJBgNVBAY TAKRFMRUWEWYDVQQ
KDAXQZX JpbmVOIEdtYkgx
FIAUBgNYVBAMMDWSIdZNIcnQubGo)Y WwwWTATBgcghkjOP
QIBBggghkjOPQMBBWNC
AAS34zHAIXRAAWOgQWIUTJIhS+8IXimAEOM|GafQOif
1677QZ7 a+X+tXHL+K2S]BG
vgApSF+xMOvgO1/AfzjoFnaPodGWMIGTMAAGATUdDWEB/
wQEAWIFoDAJBgNYVHRME
AJAAMBMGATUDJQOMMACGCCsGAQUFBWMBMBOGATUdDg
QWBBQHBJTBRZgoCRY7hayD
ZfW1GIp71DABgNVHSMEGDAWYBQeso+rDxflAJB3YgCuvAZ

PO T LI 1 W N SO ST T T ol

Close

Figure 8: Example Certificate

2.3 Create Batch CA

The functionality to create a Batch CA is available in the webUI. To access it, click on the side
arrow labelled Create, as illustrated in Figure 9, to expand the section, which is hidden by
default.

This feature is designed to prepare a YubiKey for use in a specific production batch. In this
context, it is required to provide complete and accurate production data.

Click on to expand \

» Create Batch CA

Figure 9: Expand the Create Batch CA Session

The Batch Order CA YubiKey is typically created by the responsible for initiating the produc-
tion batch. This YubiKey is used to generate the production certificates for all devices within
the specified batch. The Batch CA will be labelled according to the Batch Number in the format
YYYY-WW,

The production data form, as shown in Figure 10, must be completed in full before proceed-
ing. Enter the necessary production certificate data and the YubiKey credentials, then click
on Create. The PIN for the Batch Order CA YubiKey is required in order to sign the new Batch
CA certificate. Additionally, the PIN of the Batch CA is used to sign the CSR. The associated
Management Key is used to generate the private key and to store the certificates in the ap-
propriate slots of the YubiKey.

periMICA Container User Guide, rev: 2 Page 8
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v Create Batch CA
Production Certificate Data:

Product name: © = periSNOOP
Product part number: © = PRN.000.069
Product version: © = 2

Batch number: © = 2025-19

Yubikeys Credentials:
Batch Order CA PIN: ©  «eeeee
Batch CAPIN: ©  «eeeee

Batch CA Mgmt Key: © ' 0102030405060708010203040506!

Create

Figure 10: Production data

Upon successful creation, a confirmation message will be displayed, as shown in Figure 11.

Batch CA Successful created!

Figure 11: Confirmation Message

periMICA Container User Guide, rev: 2 Page 9
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2.4 SSH access

The container can be also accessed via SSH using a OTP, which can be generated through
the webUI, as illustrated in figure 12. The SSH access is particularly important in order to
establishment the Production PKI, for further instructions please refer to the Production Public
Key Infrastructure Establishment document[13].

SSH access

Development Mode:

SSH one time password: © Generate OTP for root Generate

Figure 12: SSH access

Switch to Development mode (figure 13) to open port 22, enabling SSH access and allowing
the generation of a one-time password.

SSH access /

Development Mode:

SSH one time password: © Generate OTP for root Generate

Figure 13: SSH enable development mode

Once SSH access is enabled it is possible to generate the one time password, to do it, click on
Generate and confirm the message like the figure in 14 to proceed.

Enabling the SSH access would open the port 22 which can
lead to security risks.
Do you like to proceed?

Cancel OK

Figure 14: Development node confirmation message

periMICA Container User Guide, rev: 2 Page 10
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After clicking on Generate the SSH password is presented and can be used to access the con-
tainer.

SSH access l

Development Mode:

SSH one time password: © 826296 Generate

Figure 15: SSH one time password generated

Note: It is recommended to keep the SSH access disable to avoid unauthorized attempts of
access. Remember, the certificate generation process is a security measure and need to be
kept as secure as possible.

2.5 Node

As a component of the Perinet Containers Portfolio, the PKI4mfg container can be seamlessly
integrated into the application and collaborate with other components. Being part of a pro-
duction chain it can be used to generate the OEM or production certificate for new devices
or containers.

Node
Application name: o] n
Element name: element Configure
Figure 16: Node config
2.6 Security

As a key element of the Perinet Security solutions, the PKI4mfg container facilitates the con-
figuration of security settings via the webUI, as shown in figure 17.

periMICA Container User Guide, rev: 2 Page 11
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Security configuration

Host authentication »

Host certificate:

AE:EF: :B5:BO:DF: AGF-DA:9D:
6A:F9:20:95:5C:36:E1-.C8:D6:FE:77:4D:3E:61:9C-52-8A:BD:
FE:BS:4C:6B:0A:FO:F7:31:6A:03:36
ASN1 0ID: prime256v1
X500v3 Extensions:

X5Q9v3 Key Usage:true
X509v3 Extended Key Usage:
TLS Web server authentication
XE5Q9v3 Basic Constraints:
CATRUE
X509v3 Subject Alternative Name:
DNS:pkidmfg-mica-gkvma
Signature Algorithm: ecdsaWithSHA256

300 1:00:B7:0E:20:6FCAIDS:37:2C: 3F1F/6C:34:CF:
94:EDISBIDCIFY:33 AT IAFEIBA24IAAICT A DES1114:41:
C7:02:20/62:C2:09:FBIC 2 BEALDI0C!72:04: 5E: 7DEA AB:

D6!3E:84:61:41:31:F1:0F:6C14.6F:CFB6:CE:B5:38!!
Upload host certificate
Client authentication -
Root certificate:
Upload root certificate

Enforce mTLS access:

Figure 17: Security Session
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3 Further Documentation

3.1 periCORE

Document Name

Description

periCORE Product Summary [5]

A product features summary documentation for
the product periCORE.

periCORE Datasheet [1]

A detailed reference documentation of the
product periCORE.

periCORE Development Kit Product Summary
(2]

A product features summary documentation for
the product periCORE Development Kit.

periCORE Development Kit Setup Application
Note [3]

A setup guide for the product periCORE Devel-
opment Kit. The starting point when you are
new to the product which describes how to
quickly set up a development environment for
firmware development for a periCORE based
product.

periCORE Development Kit User Guide [4]

A guide and reference documentation for the
product periCORE Development Kit.

3.2 periMICA

Document Name

Description

periMICA Product Summary [8]

A product features summary documentation for
the periMICA.

periMICA Quick Start Guide [9]

A setup guide for the product periMICA. The
starting point when you are new to the product.

periMICA User Guide [10]

A detailed description and reference documen-
tation of the product periMICA.

PKl2go Container User Guide [11]

A detailed description of the public key infras-
tructure (PKI) periMICA container 'PKI2go’.

Security Certificates Installation Guide [14]

A guide on how to install prerequisites certifi-
cates on various platforms (MAC, Windows and
Linux).

periMICA Debian Container User Guide [6]

A detailed description of the base container of
a periMICA Ixc-based container. It's the starting
point for container development.

periMICA Product ReBranding Application Note
[7]

A detailed description for development to re-
brand the product periMICA to a dedicated
customer corporate design.

periMICA Container User Guide, rev: 2
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3.3 Perinet Security

Document Name Description

PKl2go Container User Guide [11] A detailed description of the public key infras-
tructure (PKI) periMICA container 'PKI2go’.

PKl4mfg Container User Guide [12] The (PKI) periMICA container 'PKI4mfg’ User
Guide.

Production Public Key Infrastructure Establish- ~ Production Public Key Infrastructure Establish-

ment [13] ment.

Security Certificates Installation Guide [14] A guide on how to install prerequisites certifi-
cates on various platforms (MAC, Windows and
Linux).

periMICA Container User Guide, rev: 2 Page 14
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4 Contact & Support

For customer support, please call us at +49 30 863 206 701 or send an e-mail to
support@perinet.io.

For complete contact information visit us at www.perinet.io
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B Glossary

API Application Programming Interface. 4

CA Certification Authority, a trusted entity which is represented by a certificate that is used
to verify the signature on a certificate issued by that authority (trust anchor). 4, 6-8

CSR Certificate Sign Request. 8

OEM Original Equipment Manufacturer is generally perceived as a company that produces

parts and equipment that may be marketed by another manufacturer. 11

OTP One-Time Programmable memory. 10

PKI Public Key Infrastructure. 4, 13, 14

PKl4mfg PKl4mfg is a security service container to manage security to manufacture. 1, 4,
11

SSH Secure Shell Protocol. 10

Ul User Interface. 4
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