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1 Introduction

Perinet Smart Components and periMICA containers received in this kit are authenticating
themselves with certificates signed by a demo root CA that was created by Perinet for
demonstration purposes.

Client certificates are used for providing access control, in order to keep both data commu-
nication and configuration of the network devices secure.

To access the Smart Components and the containers included in the Starter Kit Plus, please
install the two security certificates downloaded from the GettingStarted container. Please
go to the section of your operating system in this guide and follow the indicated steps to
install the demo-root-ca.crt and the admin_pki_container.p12 certificates.

For further information on security concepts, please refer to https://docs.perinet.io.
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This section describes how to install demo-root-ca.crt and admin_pki_container.p12 cer-
tificates on Windows systems.
2.1 Install demo-root-ca.crt

Double-click on the file and follow the installation instructions below:

| M 7 = | PKi2go

= [m] X

« - 1 « Dow.. > PKl2go RG] £ Search PKI2go
A Name Date modified Type Size
7t Quick access
B Desktop , admin_pki_container 6/15/2021 9:30 AM Personal Informat 1KB
# demo-root-ca 6/15/2021 9:30 AM Security Certificate 3KB
¥ Downloads e o— .
&b . ) README [Ty e security Certificate /15/2021 9:30 AM ext Document 3KB
B2l Hwsariicrn Size: 2.29 KB
&=/ Pictures P Date modified: 6/15/2021 9:30 AM
D Music
PKI2go
{8 videos

@ OneDrive - Perinel

% This PC

# 3D Objects
I Desktop

|=| Documents
¥ Downloads
b Music
&=/ Pictures
E Videos
9 Windows (C)

3items  1item selected 2.29 KB

(1) Double Click on demo-root-ca.crt

ol Certificate X

General Details Certification Path

(X1 Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: demo RootCA

Issued by: demo Root CA

Valid from 7/7/2021 to 6/30/2051

Instal Certificate. ..

(2) Select Install Certificate...
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&% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(O Current User

(@) Local Machine

To continue, dick Next.

‘-_‘m | Cancel
(3) Select Local Machine

€ & Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store
Certificate store:

Next Cancel

(4) Select Place all certificates in the following store
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X
Select Certificate Store X
Select the certificate store you want to use.
1| Personal A | iificates are kept.
=
.| Enterprise Trust I
] Intermediate Certification Authorities
‘{7 Trusted Publishers store, or you can spedify a location for
I | intrictad Cartificates hg
£ 2 g based on the type of certificate
[ Show physical stores re
=
(5) Select Trusted Root Certification Authorities
b4
&  &£* Certificate Import Wizard
Certificate Store
Certificate stores are system areas where certificates are kept,
Windows can automatically select a certificate store, or you can spedify a location for
the certificate.
(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store
Certificate store:
‘ Trusted Root Certification Authorities T
Ganc

(6) Click Next
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Security Waming X

You are about to install a certificate from a certification
| authority (CA) claiming to represent:

demo Root CA

Windows cannot validate that the certificate is actually from
“demo Root CA’. You should confirm its origin by contacting
“demo Root CA". The following number will assist you in this
process:

Thumbprint (shal): 105DEF71 3AB3B219 2A19D630 16F1DA3D
TCBE9AET

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?

(7) Click Yes to confirm
€ & Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

(o gl IR Da L IR Trusted Root Certification Authorities

Content Certificate

(8) Click Finish
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2.2 Install admin_pki_container.p12

Double-click on the admin_pki_container.p12 file and follow the installation instructions be-

low:

* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
'@J Current User

(O Local Machine

To continue, dick Next.

Mext Cancel

(9) Select Current User
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& & Certificate Import Wizard

File to Import
Specify the file you want to import,

File name:
C: \Users\admin\Downloads \PKI2go \admin_pki_container.p12| I Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.S5T)

Next | Cancel

(10) Click Next

& &+ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password,
Type the password for the private key.

Password:

[] Display Password

Import options:

["] Enable strong private key pratection. You will be prompted every time the
private key is used by an application if you enable this option.

|:| Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[[]Protect private key using virtualized-based security(Non-exportable)

Include all extended properties.

(11) Type the password: admin_pki_container
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& &* Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(® Automatically select the certificate store based on the type of certificate

(O Place all certificates in the following store

Next Cancel

(12) Click Next

Note: Please restart your browser after installing the certificates.
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3 macOS

This section describes how to install demo-root-ca.crt and admin_pki_container.p12 cer-
tificates on macOS systems.

3.1 Install demo-root-ca.crt

Double-click on the file and follow the installation instructions below:

®@®® < > Downloads B = M KR E-0 @ O~ Q
Name ind Date Added
B PKi2go — Folder Yesterday at 16:51
= PRN100396 - Security Certificates Installation Guide.pdf 3,9MB PDFDocument  Yesterday at 16:51
2KB certificate Yesterday at 16:51

B demo-root-ca.crt

@ admin_pki_container.p12 974 bytes persona..ngefile Yesterday at 16:51

B Macintosh HD » @ Users > [ dilmari > [ Downloads » [ PKi2go > @ demo-root-ca.crt

(13) Double-click on demo-root-ca.crt

oo e® Keychain Access @ |Q
Allitems  Passwords  Secure Notes My Certificates Keys | Certificates
o login
demo Root CA
o' Local ltems 00t e ate authority

y, 15. June 2051 at 10:19:20 Central European Summer Time
icate is not trusted

B System

(@ System Roots Name Kind Expires. Keychain
IF=_demo Root CA certificate 15. Jun 2061 at 10:19:20 _login
> [} admin_pki_container certificate 25.Sep 2023 at 10:19:21 login

(14) Double-click on demo Root CA
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® [ ] demo Root CA
= demo Root CA
f'[/%"m' Root certificate authority
2 i Expires: Thursday, 15. June 2051 at 10:19:20 Central European Summer Time
@ This root certificate is not trusted
Trust

When using this certificat¢ v Use System Defaults ) 7

2

Secure Sockets Layer (SSL | .\ EERiE )
)

Secure Mail (S/MIME Never Trust

Extensible Authentication (EAP) no value specified B

IP Security (IPsec) no value specified
Code Signing no value specified
Time Stamping no value specified

X.509 Basic Policy no value specified

Details
Subject Name
Orcianisati

Common Name

Issuer Name

pki2goY-mica-gkvm9
demo Root CA

Or
Common Name

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before
Not Valid After

Public Key Info
Algorithm
Parameters
Public Key

Key Size

Key Usage

Signature

pki2goY-mica-gkvm9
demo Root CA

00 D6 8E 25 D5 1A C9 30 A8 E7 A0 06 2E E2 D4 54 D6
3

ECDSA Signature with SHA-256 ( 1.2.840.10045.4.3.2)
None

Tuesday, 22. June 2021 at 10:19:20 Central European Summer Time
Thursday, 15. June 2051 at 10:19:20 Central European Summer Time

Elliptic Curve Public Key ( 1.2.840.10045.2.1)
Elliptic Curve secp256r1 ( 1.2.840.10045.3.1.7 )
65 bytes: 04 DE 19 D3 3C 78 73 BF ...

256 bits

Verify

70 bytes: 30 44 02 20 7AE2 3E 01 ...

(15) Select Always Trust
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3.2 Install admin_pki_container.p12

Double-click on the admin_pki_container.p12 file and follow the installation instructions be-
low:

®@2® < > Downloads B8 = I 2 = O O Q
Name size Kind Date Added
[ PKI2go -~ Folder Yesterday at 16:51
= PRN100396 - Security Certificates Installation Guide.pdf 39MB PDFDocument  Yesterday at 16:51
2KB ¢ te Yesterday a 51

8 demo-root-ca.crt

974 bytes persona..nge file  Yesterday at 16:51

[) admin_pki_container.p12

B Macintosh HD > [ Users > [ dilmari > [ Downloads » [ PKI2go > @ admin_pki_container.p12

(16) Double-click on the admin_pki_containerp12

-~ Enter the password for
"admin_pki_container.p12":

Password: admin_pki_container

Show password

concel | QD

(17) Type the password: admin_pki_container

Note: Please restart your browser after installing the certificates.
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4 i0OS and iPadOS

This section describes how to install demo-root-ca.crt and admin_pki_container.p12 cer-

tificates on iOS and iPadOS systems.

4.1 Install demo-root-ca.crt

Open the Files app, find the downloaded folder PKI2go and click on demo-root-ca.crt. Then

follow the instructions according to the pictures below:

14:339 wil = @ 14:339 wil = @ 14:339 wil = @
< On My iPhone PKI2go (@) < On My iPhone PKI2go @ < On My iPhone PKI2go @
Q Sear Q search Q search

s z *» =

*» =

PRN100396 - admin_pki_co demo-root- PRN100396 -

admin_pki_co  demo-root-  PRN100396 - admin_pki_co  demo-root-

ntainer.p12 cacrt Securi...Guide ntainer.p12 cacrt Securi...Guide ntainer.p12 cacrt Securi...Guide
230721 23072 230721 230721 230721 230721 230721 230721
958 bytes 2k8 35M8 956 bytes 2k8 35M8

Choose a Device

On which device would you like to
install this profile

iPhone

Apple Watch

Cancel

3 items, 55,29 GB available 3 items, 55,29 GB available

- ~
= [ =

eeeeeeeeeeeeee

(18) Click on demo-root- (19) Choose the device
ca.crt

Profile Downloaded

Review the profile in Settings app if
you want to installit.

Close

3 items, 55,29 GB available

0 |
Recents

ssssss

(20) Click on Close
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Open the Settings app and follow the installation instructions below:

1asa v = 14:347 ol e m

Cancel Install Profile Install Enter Passcode Cancel

Settings

Perinet GmbH
Apple ID, iCloud, Media & Purchases | dermo RobtCa

by demo Root CA
Not Verified
Profile Downloaded
s Certificate
Enter your passcode
More Details
Airplane Mode © O @O G O @
WizH i Remove Downloaded Profile
Bluetooth
Mobile Data

Personal Hotspot

Notifications
Sounds & Haptics

Do Not Disturb

oce®

Screen Time

=1 General

5] Control Centre

(21) Click on Profile (22) Click on Install (23) Enter the passcode
Downloaded (user passcode)

PN T T

Cancel Warning Install Cancel Warning Install Profile Installed Done
UNMANAGED ROOT CERTIFICATE UNMANAGED ROOT CERTIFICATE
Installing the certificate "demo Root CA” will add it Installing the certificate “demo Root CA” will add it demo Root CA
to the list of trusted certificates on your iPhone. to the list of trusted certificates on your iPhone.
This certificate will not be trusted for websites until This certificate will not be trusted for websites until
you enable it in Certificate Trust Settings. you enable it in Certificate Trust Settings. by damo Rook A
s Certificate
UNVERIFIED PROFILE UNVERIFIED PROFILE
More Details
The authenticity of “demo Root CA” cannot The authenticity of “demo Root CA” cannot
be verified. be verified.
Install
Cancel

(24) Click on Install (25) Click on Install (26) Click on Done
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Now the certificate is installed, but not yet trusted. In order to trust the demo Root CA,

open Settings = About — Certificate Trust Settings and follow the instructions in the pictures
below:

15:459

il = 0 15:459 all = €
<{ About  Certificate Trust Settings < About  Certificate Trust Settings
Trust Store Version 202 Trust Store Version 2021060900
Trust Asset Version 13 Trust Asset Version 13

ENABLE FULL TRUST FOR ROOT CERTIFICATES ENABLE FULL TRUST FOR ROOT CERTIFICATES

Perinet ECC Root CA Perinet ECC Root CA

demo Root CA demo Root CA o
Learn more about trusted certificates Learn more about trusted certificates
Root Certificate
Warning: enabling this certificate for

websites will allow third parties to view
any private data sent to websites.

Cancel Continue

(27) Enable the demo (28) Click on Continue
Root CA
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4.2 Install admin_pki_container.p12

Open the Files app and find the downloaded file. Click on the admin_pki_container.p12 and
follow the installation instructions:

15:45 7 all = 15:46 9 all = %) 15:48 9 al e

< On My iPhone PKI2go @ < 0n My iPhone PKI2go @
Cancel Install Profile Install
Q Q Search
‘ ‘ Identity Certificate
Signed by Not Signed
admin_pki_co  demo-root-  PRN100396 - admin_pki_co  demo-oot-  PRN100396 -
ntainer. p12 cacrt Securi...Guide ntainer.p12 cacrt Securi...Guide i Cotiate)
230721 230 230721 23072 2021
958 bytes 2k8 3B More Details

Choose a Device
On which device would you like 1o
install this profile?

Remove Downloaded Profile

iPhone
Apple Watch

Cancel

3items, 56,8 GB available 3items, 56,8 GB available

(29) Click on ad- (30) Choose a Device (31) Click on Install
min_pki_container.p12

Cancel Warning Install Cancel Warning Install Cancel Enter Password Next
UNSIGNED PROFILE UNSIGNED PROFILE ENTER THE PASSWORD FOR THE CERTIFICATE "IDENTITY
CERTIFICATE"
The profile is not signed. The profile is not signed.
Required by the *identity Certificate” profile
Install
Cancel

(32) Click on Install (33) Click on Install ~ (34) Type the
password (ad-
min_pki_container)
and click on Next
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5 Linux (Ubuntu, Debian)

This section describes how to install demo-root-ca.crt and admin_pki_container.p12 cer-
tificates on Linux (Ubuntu, Debian) systems. The example below is for Firefox browser:

5.1 Install demo-root-ca.crt

In the Menu, go to Settings and follow the installation instructions below:

Q Firefox -

@

\\\\\\\\

(35) Go to Settings
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83 Settings x | + = <
<« (] @ Firefox about:preferences 0 ® =

2@3 General General
(@) Home Startup

[ Restore previous session
Q Search

Warn you when quitting the browser

Privacy & Securit _
& Y Y || Always check if Firefox is your default browser

5
Q Sync

@ Firefox is not your default browser Make Default...

Tabs

["] Ctrl+Tab cycles through tabs in recently used order

Open links in tabs instead of new windows

["] warn you when closing multiple tabs

["] When you open a link in a new tab, switch to it immediately

[} Show tab previews in the Windows taskbar

) Extensions & Themes Language and Appearance

@ Firefox support Fonts and Colors

Default font Default (Times New Roman) v Size 16 V Advanced... v

(36) Select Privacy & Security

83 Settings X |+ = ¢
< C @ Firefox  about:preferences#privacy A @ =

O Find in Settings

ig} General Security

@ tiome Deceptive Content and Dangerous Software Protection

Q Search

Block dangerous and deceptive content Learn more

Block dangerous downloads

& Privacy & Security Wamn you about unwanted and uncommon software
O Sync
Certificates
Query OCSP responder servers to confirm the current validity of View Certificates...
certificates

Security Devices...

HTTPS-Only Mode
HTTPS provides a secure, encrypted connection between Firefox and the websites you visit. Most
websites support HTTPS, and if HTTPS-Only Mode is enabled, then Firefox will upgrade all
connections to HTTPS.
Learn more

Enable HTTPS-Only Mode in all windows

&) Extensions & Themes _) Enable HTTPS-Only Mode in private windows only

@ Firefox Support © Don't enable HTTPS-Only Mode

(37) Click on View Certificates...
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83 Settings x | +

<« (¢

@ Firefox _ aboutpreferences#privacy

Certificate Manager

Your Certificates

Authentication Decisions

People  Servers

You have certificates on file that identify these certificate authorities

Authorities

Certificate Name

 AC Camerfirma SA.
Chambers of Commerce Root - 2003
Global Chambersign Root - 2008

~ AC Camerfirma SA CIF A82743287

| Security Device

Builtin Object Token
Builtin Object Token

Camerfirma Chambers of Commerce Root Builtin Object Token

Camerfirma Global Chambersign Root

Builtin Object Token

View. Edit Trust.

Import...

Export.

Delete or Distrust.

(38) Select Import... on Authorities tab

Q
1

@ Select File containing CA certificate(s) to import

« v 4 > ThisPC > Downloads > PKI2go

Organize v New folder

i Name

7 Quick access
B Desktop »
¥ Downloads #
Documents
&=/ Pictures »*
} Music

PKI2go
i Videos

windows cert

| demo-root-ca

@ OneDrive - Perinet

= This PC
¥ 3D Objects
[ Desktop

¥ Downloads

Date modified

6/15/2021 9:30 AM

File name: | demo-root-ca

X
v O L Search PKI2go
=- ™ @
Type Size
Security Certificate 3KB
V‘ ‘Certiflcate Files V‘
| Open | ‘ Cancel ‘

(39) Double-click on the demo-root-ca.crt

Starter Kit Plus Security Certificates Installation Guide - 1.0
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Downloading Certificate *

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "demo Root CA” for the following purposes?

Trust this CA to identify websites.

D Trust this CA to identify email users,

Befare trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

Cancel

(40) Mark Trust this CA to identify websites
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5.2 Install admin_pki_container.p12

Double-click on admin_pki_container.p12 and follow the installation instructions below.

@ NewTab x| + - &8 x
C Q_ Search with Google or enter address =
-3) Import bookmarks... @ Erste Schitte Sy i
New Tab
New Window ctien
New Private Window Crlsshittsp
Bookmarks >
Firefox ’
Downloads ctriv)
Passwords
Add-ons and Themes culsshiteA
G
print.
Save Page As.
Find In Page.
Zoom - 0%+ 2
Settings
More Tools >
Help >
Bt Cutsshift-Q
(41) Go to Settings
€83 settings x | + = <
&« C @ Firefox  about:preferences b ® =
~
33 General General
@ Home Startup
[ Restore previous session
Q Search
Warn you when quitting the browser
[5 Privacy & Security = o .
|| Always check if Firefox is your default browser
o ,
Q Sync @ Firefox is not your default browser Make Default...
Tabs
["] Ctrl+Tab cycles through tabs in recently used order
Open links in tabs instead of new windows
["] warn you when closing multiple tabs
[_] When you open a link in a new tab, switch to it immediately
["] Show tab previews in the Windows taskbar
) Extensions & Themes Language and Appearance
@ Firefox Support Fonts and Colors
Default font ~ Default (Times New Roman) ¥ Size 16 ¥ Advanced... v

(42) Select Privacy & Security
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83 Settings x|+ = X
« 3 O @ Firefox  about:preferences#privacy pAd @ =
[ £ Find in Settings
€3 General security
@ Home Deceptive Content and Dangerous Software Protection

% Block dangerous and deceptive content Learn more

Q search

Block dangerous downloads

& Privacy & Security Warn you about unwanted and uncommon software
& sync
Certificates
Query OCSP responder servers to confirm the current validity of View Certificates...
certificates

Security Devices..

HTTPS-Only Mode

HTTPS provides a secure, encrypted connection between Firefox and the websites you visit. Most
websites support HTTPS, and if HTTPS-Only Mode s enabled, then Firefox will upgrade all
connections to HTTPS.

Learn more

() Enable HTTPS-Only Mode in all windows

&) Extensions & Themes nable HTTPS-Only Mode in private windows only

@ Firefox Support O Don't enable HTTPS-Only Mode

(43) Click on View Certificates...

3 Settnge x|+

> c @ fielon cboutprefrencessprivacy

Certifcate Manager

VourCertficstes  Authentication Decisions People Servers  Authortes

You have certicates from theso organizatons tht dentity you

Certficate Name | Securty Device: Serial Number | Expires on

Backup. Backup All.. | Importa.

(44) Select Import... on Your Certificates tab
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@ Certificate File to Import
> This PC > Downloads > go v O Search PKI2go
This PC > Downloads > PKI2 o S PKI2
Organize »  New folder = O @

& Music ~  Name Date modified Type

PKI2go
B videos

windows cert

» admin_pki_container 6/15/2021 9:30 AM Personal Information

@ OneDrive - Perinet

= This PC

B 3D Objects
[ Desktop
[=| Documents
& Downloads
b Music
=] Pictures
B videos
&9 Windows (C)
- Transfer (D7)

v

File name: |admin_pki_container ~| [presiFites v

Conce
(45) Double-click on the admin_pki_container.p12

Password Required - Mozilla Firefox X

@ Please enter the password that was used to encrypt this certificate backup:

(46) Type the password admin_pki_container and click Sign in

Note: Please restart your browser after the certificates installation.
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6 Troubleshooting

e Browsers can cache SSL certificates in order to speed up the access. But caching can
cause issues, because a protected server will refuse the connection if the browser
sent the incorrect certificate. In that case, refreshing the web page might help. If the
problem still occurs, make sure to have the correct client certificates imported and
restart the browser.

e When the periMICA is not able to reach any NTP (Network Time Protocol) server, its
Time & Date are not automatically synchronized and it can generate security errors
when trying to access the containers installed. To fix this problem you can configure
the Time & Date manually in periMICA Homepage — Settings — Time & Date.
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7 Contact & Support

For customer support, please call us at +49 30 863 206 701 or send an e-mail to
support@perinet.io.

For complete contact information visit us at www.perinet.io
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