
Starter Kit Plus

Security Certificates Installation Guide

February 10, 2022



Contents

1 Introduction 3

2 Windows 4

2.1 Install demo-root-ca.crt . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

2.2 Install admin_pki_container.p12 . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

3 macOS 11

3.1 Install demo-root-ca.crt . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

3.2 Install admin_pki_container.p12 . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

4 iOS and iPadOS 14

4.1 Install demo-root-ca.crt . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

4.2 Install admin_pki_container.p12 . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

5 Linux (Ubuntu, Debian) 18

5.1 Install demo-root-ca.crt . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

5.2 Install admin_pki_container.p12 . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

6 Troubleshooting 25

7 Contact & Support 26



February 10, 2022

1 Introduction

Perinet Smart Components and periMICA containers received in this kit are authenticating

themselves with certificates signed by a demo root CA that was created by Perinet for

demonstration purposes.

Client certificates are used for providing access control, in order to keep both data commu-

nication and configuration of the network devices secure.

To access the Smart Components and the containers included in the Starter Kit Plus, please

install the two security certificates downloaded from the GettingStarted container. Please

go to the section of your operating system in this guide and follow the indicated steps to

install the demo-root-ca.crt and the admin_pki_container.p12 certificates.

For further information on security concepts, please refer to https://docs.perinet.io.
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2 Windows

This section describes how to install demo-root-ca.crt and admin_pki_container.p12 cer-

tificates on Windows systems.

2.1 Install demo-root-ca.crt

Double-click on the file and follow the installation instructions below:

(1) Double Click on demo-root-ca.crt

(2) Select Install Certificate...
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(3) Select Local Machine

(4) Select Place all certificates in the following store
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(5) Select Trusted Root Certification Authorities

(6) Click Next
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(7) Click Yes to confirm

(8) Click Finish
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2.2 Install admin_pki_container.p12

Double-click on the admin_pki_container.p12 file and follow the installation instructions be-

low:

(9) Select Current User
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(10) Click Next

(11) Type the password: admin_pki_container
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(12) Click Next

Note: Please restart your browser after installing the certificates.
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3 macOS

This section describes how to install demo-root-ca.crt and admin_pki_container.p12 cer-

tificates on macOS systems.

3.1 Install demo-root-ca.crt

Double-click on the file and follow the installation instructions below:

(13) Double-click on demo-root-ca.crt

(14) Double-click on demo Root CA
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(15) Select Always Trust
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3.2 Install admin_pki_container.p12

Double-click on the admin_pki_container.p12 file and follow the installation instructions be-

low:

(16) Double-click on the admin_pki_containerṗ12

(17) Type the password: admin_pki_container

Note: Please restart your browser after installing the certificates.
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4 iOS and iPadOS

This section describes how to install demo-root-ca.crt and admin_pki_container.p12 cer-

tificates on iOS and iPadOS systems.

4.1 Install demo-root-ca.crt

Open the Files app, find the downloaded folder PKI2go and click on demo-root-ca.crt. Then

follow the instructions according to the pictures below:

(18) Click on demo-root-

ca.crt

(19) Choose the device (20) Click on Close
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Open the Settings app and follow the installation instructions below:

(21) Click on Profile

Downloaded

(22) Click on Install (23) Enter the passcode

(user passcode)

(24) Click on Install (25) Click on Install (26) Click on Done
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Now the certificate is installed, but not yet trusted. In order to trust the demo Root CA,

open Settings→About→ Certificate Trust Settings and follow the instructions in the pictures

below:

(27) Enable the demo

Root CA

(28) Click on Continue
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4.2 Install admin_pki_container.p12

Open the Files app and find the downloaded file. Click on the admin_pki_container.p12 and

follow the installation instructions:

(29) Click on ad-

min_pki_container.p12

(30) Choose a Device (31) Click on Install

(32) Click on Install (33) Click on Install (34) Type the

password (ad-

min_pki_container)

and click on Next
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5 Linux (Ubuntu, Debian)

This section describes how to install demo-root-ca.crt and admin_pki_container.p12 cer-

tificates on Linux (Ubuntu, Debian) systems. The example below is for Firefox browser:

5.1 Install demo-root-ca.crt

In the Menu, go to Settings and follow the installation instructions below:

(35) Go to Settings
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(36) Select Privacy & Security

(37) Click on View Certificates...
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(38) Select Import... on Authorities tab

(39) Double-click on the demo-root-ca.crt
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(40) Mark Trust this CA to identify websites
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5.2 Install admin_pki_container.p12

Double-click on admin_pki_container.p12 and follow the installation instructions below.

(41) Go to Settings

(42) Select Privacy & Security
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(43) Click on View Certificates...

(44) Select Import... on Your Certificates tab
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(45) Double-click on the admin_pki_container.p12

(46) Type the password admin_pki_container and click Sign in

Note: Please restart your browser after the certificates installation.
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6 Troubleshooting

• Browsers can cache SSL certificates in order to speed up the access. But caching can

cause issues, because a protected server will refuse the connection if the browser

sent the incorrect certificate. In that case, refreshing the web page might help. If the

problem still occurs, make sure to have the correct client certificates imported and

restart the browser.

• When the periMICA is not able to reach any NTP (Network Time Protocol) server, its

Time & Date are not automatically synchronized and it can generate security errors

when trying to access the containers installed. To fix this problem you can configure

the Time & Date manually in periMICA Homepage→ Settings→ Time & Date.
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7 Contact & Support

For customer support, please call us at +49 30 863 206 701 or send an e-mail to

support@perinet.io.

For complete contact information visit us at www.perinet.io
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